The Enigma

by
Dr. Rudolf Kochendorffer

Introduction

The document is written by Dr. Rudolf Kochendorffer (21.11.1911 - 23.8.1980), a German
mathematician and Professor at the University of Dortmund who specialized in algebra and
group theory. The paper is not dated and as it is in English it probably has been translated by
the British or Americans after the Second World War. The text deals with the commercial
Enigma, Enigma K. My first guess was that it was written in the early 1930s, but since then |
have learned that in 1944 he was an Uffz. (Unteroffizier — non-commissioned officer)
working in the Mathematische Referat (mathematical department), of OKH / In 7/1V (Ober-
kommando des Heeres / Inspektion 7 1V — Inspectorate 7/1V of the Army High Command).
This was the German Army High Command’s cryptographic organization under the
leadership of Dr. Pietsch. In 1942 In 7/IV was split into three sections under the command of
Sonderflhrer Steinberg, Oberleutnant Luders and Wachtmeister Dr. Doring. Steinberg’s
section, the American Referat, worked on the Hagelin M-209 machine and strip ciphers, while
Oblnt. Luders’ and Dr. Doring’s sections investigated respectively general cipher security and
teleprinter cipher machine security. Oberleutnant Liders was the head of the cipher security
section from 1942 until the summer of 1944 when he was transferred to KNA4, Kommandeur
der Nachrichten Aufklarung 4 — Signal Intelligence Intercept Detachment 4, at Wiener
Neustadt. Regierungsbaurat Johannes Anton Marquart then took over as chief of this section.
Exactly when Rudolf Kochendorffer started working for OKH / In 7/1V is not known, but it is
suspected that he worked in the cipher security section under Oblint. Luders and
Regierungsbaurat Marquart.
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In the following will be given a description'of the Enigma, - -
then & case will be described where one succeeded ﬂciphering a
message encipnered by the Enigms and determining the wiriang of the
machine, In deecribing the Enigms use will be made of the concept
of substitutions and an attempt made to present this concept to non~
mathematiclans, for what is said about substitutions and their com-

.. position might be of use in other decipherments, especlslly in

treating other machines.

I. Description of the Enigms
1, The cipher vheels
The clpher wheels constitute the chief part of the Enigma and
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. ;,E;at:l.ns materisl are arfanged in a circle 26 contacts; on one side
' ? P, %nére are metal discs, on the other side metal spring contact pins.
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., E?ﬂah contact on cne side is conpnected by wirdng throuvgh the dise with
2 i .
- ! & contact on the other slde. The choice of the contacts to be con-

- neg}ad is termed the wiring (schaltung) of the wheel. To designate
*:hoéwiring the contacts of the two rings of contacts are sssigned
5 nungers 1 - 26 (progressing clockvise when one looks at the side with
. ! thé}:-gbz-ing contacts), contacts standing opposite each other having

the sﬁme number,. The wiring may then be expressed as follows:
- : . -_ '—a‘
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In the upper line are the numbers of the contact pins, in the lower
those of the flush contacts paired with them. Pin 1 is here con-

nected o0 flush contaet 11, pin 2 with flush contact 21, ... pin 26
_ ws.tth:l.uah contact 7. We treat W, as usual, as a substitution, i.e.
. a8 an operation which replaces number 1 by number 11, 2 by 21, etc.
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2. e wiring of & sequence of itwo wheels
Fig. 1 shows in sclemalic form iwo w.eels A and B which are so
mounted tiet tne pins of wieel B contact ire like numbered flus.
contacts of w.eel A, These wieels nave 6 ratier taan 26 contacts;
for simplicity we siall use & ratier tlan 26 conitacis in our exasmples
since everyl. ing esseniiel will be revealed as well. The substitu-

tlom produced by the twe wi eels are

(125456 | (123456
A (316521; and B'(l&ljtigs)

= 123456
P*lsk5216

Permutaiion P is termed the product of A and B: P = A-B, Tre pro-

One sees ti.at w. on mounied together tlej produce thie substitution

duct A-B is compated from 4 and B 48 follows: Any number is trans-
posed according to substitution A, then the result is transposed
again according to B. In our example in A number 1 is replaced by
> and in B 3 is left unclanged, 1.e. P replaces 1 by 3, 2 is clanged
to 1 by substitution A and B clanges 1 to 4, hence in the product AB
2 changes to 4, ele, Naturally 1t is universally true that wien two
vihieels are mounted together the product of tue periinent substituiions
is generated. |

Jne speaks of a product in the formation of AB because ceortain
properties Lold for tals calculation whicl: are familiar from ordinary
multipllcation of numbers, One can, for imstance, add after A and
B a third wheel ¢ with & substitution we will call C. The substitu-
tion generated by the three wheels can be calculated by regarding
vheels A and B together as & nevw wheel F and thus getting the re-
sultant wiring of P and C. _The pertinent substitution is FC = (AB)C.
But one can also take B and O together as G and then has AG = A(BC).

2=
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In both cases one has the seme substitutlon: A(BC) = (AB)C. We can
now shorien our expression to ABC. In like manner the products of
more than three factors can be defined, Ihe lsv involved in the
equation (AB)C = A(BC) is called the associative law, This law,
namely thet in mliiplying one may Sroup the factors in any order,
is well known from tae formation of producis of ordinary numbers,

Jne law for the products of numbers does not hold for the
miltiplication of substitutions, In geéneral AB is different from BA
(this 1z also true in our example). Kence in our product everything
depends on the sequence of the factors. Two substitutions A snd B
for whicn the equation AB = BA holds good are termed commutative.

Thus far is our discussion of the wirings we have started with
‘the contact pins and considered the connections to -the flush gon-
tacts, i.e. we haveso to speak been running through the cylinder in
the direction from the pins to the flat contacts. We can mow choose
the other direction. The substitution which tne cylinder with wiring
' W ylelds we will designate W™Ll, oOme derives W~l from W, as is
readily seen,by transposing the lines and then rearranging the num-
| bers of the new up_er line in their normal sequence. One recognizes

at once that

1l ylycgs ([L23456....2526
ww==w W"E"<123456....2526)

The _substit.ution E, which converts each mmber into itsslf, 1s
termed the ldentity substitution. Substitution W-1 1s termed inverse
to W. In our example :

-l ./123456 ~1 -1 123456)
A (25164-3 and A" A AAT =034 6

One can readily verify the rule (aB)~1 = B~ 71,

’
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3. The turning of a wheel
1let wheel A be mounted between two discs 81 and 8p 80 that it
-ean revolve. Let discs S, and S each have a circle of 6 contacts
corresponding to those of A. Let these contascts be numbered 1 - 6 in
sﬁoh Pashion that like numbered contacts of S and 8y are opposite
each other., If A is placed so that each contact pin of A touches
the correspondingly ﬁwnbsred contact of 8 (end consequently flush
contacts of A accord in number with contacts of 82) then the con~-
tacts of 5; and Sy are connected through wheel A according to the
subatitution of wheel A, i.e. if one interprets the upper line in
s (332123) *
a3 the nunbers of the contacts of S, and the lower line as the num-
hers of the contacts of 5,, then the vertical palrs represent the
contacts connected with one another.
| k If one turns wheel A 1/6 of a complete revolution so that now
contact 2 of A touches 1 of 5; and 35, etc., the contacts of 8, end

- 8p are now comnected according to je subatitution

-{1238586
R=\654132

~As one easily figures out, Q = 2 A 7~l ghere Z means the substito-
‘tlon % g 2 g g g » l.e, that permutation vhere each term is re-~

placed by the next higher and the lgst by l. According to 2.,

glo (123456
6123545

- Ome calls Z a cyclic substitution and writes also 2 = {1 2 3 4 5 6),

The rule confirmed for our case holds good generally only that
in the case of 26 contacts we write Z = (123 ... 25 26). For if
the gubstitution of the wheel is ﬁ*) vhere (i, 1% = 1, 2, ..., 26),
then in the initial position contsct i of sl is connected with con-
tact i* of 8,; and after 1/26 revolution contact 1 of 81 1s connected

wln '
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with (1 +1)* - 1 of 3,; that however means that after the motion
we have the substitation z@bﬂ z"l. If one turms another 1/26 of
a revolutlon cne geté the permuiation 2 2 iﬂ) Z"lZ‘ll = 22 &*) 2-2;
in general sfter k turns cne gets Zk(i* z7% where 7¥ signifies a
product of k faclors Z end 7 F = (%)Y, 1t 1s easy to see that
226 215, | |

4. The reversing whesl

A further unit of the Enigms 1s the so-called reversing whesl
(tmkehrwalze). It is similar to the cipher wheels in comstruction
but has_ only ohe set of contacts, These contact pins. are wired up
two by two through the interior of the wheel., This whee) alsc can
be a.ésigned a substitution by writing the :_mmhérs of the pins in the
upper line and in the lower line bencath each one the number to which
it is wired, If below i of the uprer line we f£ind k, obviously be-
low k we must £ind i, sinos the two avre conmecied, From this it
follows that: Aif T is the substitution associasted with the reversing
wheel, U = U"l, therefore U- = .

| 5. The operation of the Enigma

_ In the Enlgma there are three cipher wheels &, B, C and & re-
versing wvheel U one alongside the other (ef. figure 3). These turn
on an axle. On the disc 8 ave 26 contacts which are connected to a
keyboard like that of a typewriter and also to 26 lamps., The keys
are marked with the 26 letters of the alphsbet and each lamp lighte
to a letter on & glass plate,

If one depresses a key, say X, current enters through the
eorresponding contact of the end plate S inte the maze of wheels,
It traverses these in the order A—3»B—>C —>U -»C ~>B ~»A and comes

-5- .
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out at some definlite contact of S. The lamp wired to this contact
lights up some letter, ssy y. Conversely if ome presses key y the
letter x lights up. In other words a reciprocsl '1'26 (26 1éttez- sub~
stitution alphabet) iz produced.

| After.whal: has already been sald it is not hard to compute the
substitutions corresponding to this Togs 1.8. that substitution
vhich shows how the contacts of 8 (end plate) are comnected through
the ciphexr wheels and reversing wneel, If A, B, C, and U stand in
the basic position, 1.e., so that =1l contacts touch like numbers,
the corresponding substitution 1s:

P=aBCUo et sl

If one wheel is advanced one step, i.e. 80 that contact 2 of A
touches contact 1 of 3 and B, then according 5o (3) the substitution
| A 13 replsced by Z A Z‘l; similarly when other wheels move.

Now 1f one moves wheels A, B, and C by %5, %5-, and %5' of g
full ravolution, one gets the substitution _

P, 1,m ® (25427 (22827 (202 o2 2™ (2182 ) (2K e 7K.
To sbbreviate we write Py 1 m = (k,1,m) and note that by z° we under-
stand the identity permutation E.

Thus theve exists a ome-to-ome correspondence between the
hitherte comsidered substituilons of the mumbers 1 - 26 and the Toge
The associaiion of t.he numbers with the letters depends on the con-
nection of the contacts of 5 with the keys and lamps. In the usual
commercial form of the Enigme the numbers 1, 2, ..., 25, 26 of the
Beries are assoclaiod with the lettera gwer t zuiloasdfgh
Jkxpyxevbaom 1. This sequence comes from the arrangement of
the keys on a typewriter. The Enigma we worked on had a like arrangs-
ment, nowever one could readily have determined any other.

, _ _ 6. _
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A drive mechaniem coupled with the keys of tne Enigms causes
wheel & to move forward 1/26 of a 'revolutj,on each time & kXey is de~
pressed and wheels B and C to move in a fixed msnner, Sterting with
[0,0,0] the machine generates successively the Following substitu-
tion alphabets: * |

Py = [0,0,6]  Fggy = P0,0,1 Pyso1 * fo,0,2) ..
P2 = [1,0,9] Pesz = 5.0, ; .
P25 - [2#30.!@ . ‘ : : :
Pag = [25,1,0 . : . -
For = [0,1,0] Pery = [0,1,1] : -
T B S
Ps,l’g = {24,2“-,0} Plaggl[aq.’aﬂ'ﬂ . : :
Peso = [25,25,6] P1300™ [25,25, Pagso E5.25,2) | .
. ... P1s601 = [9-'012“} P16051 © [0301251
s . Piseoz * [1s0.28  Pygpp = 340,25
D Pigong %24,24,2%] P16899 ;Fu,an,eﬁ]
... Pigoso = 25:25:28  Pyggoo *[25.25,25]

These permutations repeat themselves periodically from here on, i.e.

?16901 = Pl" P16902 = Pa; ens -

Note: Observe that _
- 1) vheel A causes wheel B to move between positions 24 and 25,
2) vheel B normally ceuses wheel ¢ to move between 25 and 0, and
3) the motion of any wheel effects the simultaneous motion of all
- wheels to its left (in our scheme). '
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Encipherment with the Enigma proceeds by striking successively
the keya ecorresponding to the plain text lecters and copying off
the corresponding cipher text letters revesled by the lamps, The
first plain text letter will therefore be enciphered with the T,z
Pertaining to Pl’ the_ second with that pertaining to Pa, ete, 8Since
the substitutions Pn and hence the Taé are reclprocal, decipherment
proceeds in like manner, typing the cipher text and reading off
the plain text. Of course énciphemnt and decipherment must both

" be made with the same original sstting.

Each of the four wheels of the Enigms has around its edge s
ring with the 26 letters of the slphabet. These rings serve to
establish the setting of the wheels., This setting of the machine,
indicated by four letters, is termed the "outer setjing." For

~this outer setting one has 26" rossibilities.

These letter rings are so attached to the veal cipher discs
Lhat they can be rotated. The notches in which the drive mechaniam
engages are fimmly united wlth the letter rings, For the setiting
of the letter rings with respect to the cipher wheel proper there

. are also 26'* poasibilities: each such éetting is likewise 1indi-

cated by a group of four letters., This is known as the"inner
setting,”
A further posslbllity of variation of the machine exists in
the slx possible arrangements of the three wheels A, B, and C.
Fiﬁally we may point out that in the Enigma the wheels are

- arrenged in veverse order of figure 3, 1.e, the disec 8 (end plate)

is al the right and the reversing wheel at the left. Of course
what has been saild holds good for this sequence. Our figure is
drawn to accord as far as possible with the text.
-8
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1I. Determining the wiring of an Enigma
from e sequence of Tog (substitution alphabets)

1. Cryptanalytic foundation

There was st hand a considerable number of messages which had
thoughtlessly been encipheved with the same inner and outer initial
setting., Hence it was possible by superimposing the telegrams to
solve the individual Tas's (subst;tution alphabets) column by
column, in doing which one could also meke use of tle fact that
these Tgs's must be reciprocal. In this way one obtained a series
of 50 - 150 successive Tas's, some of them wihh gaps. For each
of these sequences the outer setting was known and for part of
them the inner seiting was also known, as well as the wl.eel order
in the original maciiine. There was also a surmise as to the
wiring of tue veversing wheel U whieh éventue.ll;v proved to be
correct. However, even without this guess, the wiring of U éould
have been figured out masthematically.

2. Theoretical calculation of the wheel wiring

To present first the principle 'involved in calculesting the
wirings A, B, C, and U, we consider as given a sufficiently long
series F of successive Tog's produced by the machine, The Tpg's
or the subastitutions of this sequence we designate Pl“ Pos ecese
vithout limiting generality, we can assume that P, 1is the first
~ permutation after a simultaneous movement of wheels B and C; since
our sequence F was presumed to be of adequate length, such a sub-
stitution surely occurs therein and in what follovs we might
éxe.m:lne only tie portion beginning tnere. With the numbering of
the contascts assigned in I, 1t was purely arbitrary waich contaot
. was assigned the number 1. Still meking use of this libepty, we

-9~ '
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may furiqer assume that Pl = (0,0,9] . This brings our notation
into Larmony wita I 5. Accordingly
P, = a(Bcuo™3s~1)at
p, = zaz"Y(Bovotat)zadz L
One sees that the central term in parentnesis is the same in
both equations, which is clear since in passing from .Pl to P2
only wheel A advanced one step. Tie faet that in passing from Py
to ?, only wieel A 1s involved {and this in a known manner), makes
-1t comprenensible toat one can deduce from Pl and P, together

certaln properties of wheel A. It appears that by adding s few
- more pairs of successive subsiitutions it 1s even po'as:!.ble to
calculate A almost completely. Once A is icnm, one can form
from F & new sequence G walch is no longer dependent in any way
on A, viz,:

' =a"lpa B{cuc~1)B-1t

Qy = A'I‘PETA = zBz"}(cvo™)z Y21
c1 = A"YP...A = B{zcz-lpzo~lz-1)B-1

Qﬁ;l €51 _
7 ® A" pg.oa = ZBz-1(20z~dyzC~1z-1)zR-1z-1
7T &T7

LU I B B I L BB B N I B S A B AL R Y

This sequence can be used in correspondizig fashion to calculate B.
Using a third sequence, which 1s not dependent on B, C is figured,
and finally U.
~ Carrying out these calculations in detail calls for a cer-
- tain amount of practice in using the symbols here introduced.
Moreover, since too full s description would make it difficult to
take in quickly, we will assume down to the end of this section 2
'aome famiiiaritw' with substitutions and express ourselves some-
wuat more briefly in presenting ¢ui~ calculations.

-10- '
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MLtk X = aza~igTl ve got XVRX = B, .
Wth this equation X is determined except for a leftaand factor
whicn is commutative witn Pl‘ l.e., 1f

i'lpli = P, end one assumes X = KX then

2°1py% = x7x7 Pk = x7Ipyx, therefore K7lPyx = Py ,

l.e., KPy = 1K . Likewise we Lave the equation

x"12gX = Pog,

By tals equation X is determined except for a lefthand factor
¥hich i commitative vita Py,. The two equatioms X'P,X % P, and
x'1P21x= Pyg determine X except for & lefthand factor yhich 18
commtative with bot: Py and Ppp. Now if there is a set M of
substitutions, P, with m = 26n —1, such that the identity 1s the
qnly substitution commutative with a1l 'Pm’ then by the equation
Xl = m 1,
where Pp runs through all the substitutions of M, X 1s uniquely
determined.

This case has occurred in sll examples which liave actually
come up. Tine set M consisted of from three to five aubsﬁitutions.

If X is determined one gets from X = AzZa-lz-1

@ =azatl |
This equatidn determines A except for s power of 2 as a righthand
factor, since a cycle is commmutative only with its powers.

A cannot be determined more exactly by sequence F slone, fo»r
with every cholce of A emong the 26 possibilities B, C, and U can
be so determined as to generate seguence P, That A4 caxnot be
thus determined uniquely is clear; conceive of the wheels as con-
structed of rliable material, then one could, for example, twist
the two sides of wheel A with respect to one snother; a like

LA
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twlsting of wheol B would compensate for this, however, Such &
twisting would exactly correspond to the replacement of A by AZP,
For the following ve select as A one solution from mmong those
possible for Xz = AZA™l, From sequence F we now form the sequence

G mentioned in the begimming: Q, Qs %51; Qgpp +ee+ « From

| the palrs Q;, Qs Qg5ys Qgpys --e Ve derive first Y = BzB”lz7Y,

From this we get B; vwhat was said ebout the non-unigueness of the
solution for A holds for B.
To determine C we cannoi proceed in exmotly enalogous fashion,

We form tne sequencé

R, =BlgB = gug~t
Resy = 3*1%513 = zez~togeizt
Bysoy = B0 = 22022z 1z-2

As one readlly calculates, with V = czc-1lz-1

-1 -
VIRV =R,

v"’-(z‘lnsﬂz v = z"1313015

wlfo=-2 2y = g-2g 2
v+{2 313012 Jv = g ngﬂz

From these equations ome can determine V and from that C.

Pinelly U can be determined, e.g. from Ry: U = C"IR,0.

The metnod employed here to determine ¢ can also be used to
determine A and B. Carrying this out by this method cells for
more computation but one can succeed with fewer members of & sew
quence, which in practical application 13 a great advantage.

5. Practicel calsulstion of the wheel wirlngs.
As already mentioned, our sequences of !L‘es's cont;ma_d only

- some 50 terms, Consequently by the method given in 2., one could
~ at most determine the two wheels at the left (cf. Fig. 3), l.e.

A and B, and to got B it was necessary to use the method described
' e
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et the end of 2. But the sequences anticipated did not all correa-
pond to wheel order A, B, C, but also to some others; if, for
instance, the order ¢ B A is found, one can easily obtaln the
wiring of C from one sequence belonging to this wheel order,

After toe vwirings of A, B, C, and U had been determined, came
the furtaer problem of studying the skipping motion of tne wheels
in detall. The question calling for an ansver was: at vwhat posi-
tion of A does B mmré one step? This canﬁot be determined from
our previous theoretical considerations since we have arbitrarily
consldered a substitution immediately after the simultaneous move-
went of all three wheels {0,0,0). The considerations which _
£finally led to solution of this problem were in part rather com-
plex and 1t would lead too far afield to reproduce them here.
Essential was the fact that we knew the outer setiings correspond~
ing to our sequences., Uae was also made of the fact that the
original wiring of U was knovn or at least euspected.

In this stege of the work an Enigma with the recovered
virings and the recoversd drive-mechaniém wvas constructed with
which all measages received were readily read,

This machine probadly did not agree fully with the original
for the wirings had not beem uniquely determined by the seguences,
In order to assure current reading of traffic even when the inmer
setting was changed (the | ocuter setting was supplied by an indicator),
it seemed desirsble to see how our machine differed from the original.
This was solved very quickly, because for setting the original a

~ pronouncable four letter word was always chosen.

-13-
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