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13 October 1950

HiUSA COMSEC CONFERENCE

FIRST REFORT OF SIJB-GG!HI'ITGE B TO Ty uXSCUTIVE COMMITTZE

1., Sub-Committee B has made an exchange of technical infoz_-mation
concerning various crypto syatéms falling under tﬁe following item headings:
a, Low Echelon (including ¥inor ¥ar Vessels) __Te_legmpm:c Systems ~ .
including combined assault codes and tactical systems for all
fniliba.ry Service-s. | |
b, MNerchant Ship Telegraphic Systems,
Co llateorological Security Systems, 1ncluding Facsimile, Tele~
printer and Telograplh
d.. Volce Security Systems for Tactieal Purposéso
2. During the course of the discussion and demonstrations 33 crypto
systems were consldered, Technical descriptions of 29 of these are included

in the appendices as follows:

MACHINES CIFAX CIPHONY ' HAND SYSTHMS
a, AFSAM 7 fo ASAX 2 h,. ASAY m., ASAD 1)
B b, AFSAM 9 g. NRL Cifax i, ASAY 6 n. Running Key
U.S, c. 7 idlotor BCM Jo a8AY 8 Cipher
' d, "PCM" _ k. AN/TRA 16 ‘
g, BCM : 1. TSD :
0, Mercury s, METFAX v. Hallmark - ¥ Playfex
p. Conecert w. Sorcerer 2. Linex
' g. Rollick %x. D70 ga, Cursex
UK. r. Singlet L bb, Otmeteo
'. 8., Pendragon ' _ cc., Alametco
t, UP. 1 . '

Four others;, the ASAM 2-1, the CCM, the Strip Gipher, and the ¥-209, have |
no descriptions attached because of their familiar status in both countries.
“Brief mention was made of a modification of the ¥-209 which has been proposed.
by Hage]in.- A description which he has submitted is included in the appendix,

The appendix also includes ‘some m:lscellaneous..not.es on general items,

3. None of these crypto syst.ems was subjected to serious deliberation
as far as secur:lt.y is concerned and on many of them no sncurit.y studies have
yet been made, It is t.he aim of the Sub=Committee t.hat. these syst.ems shall
all receive sscurity evaluations de the interim between the close of
this conference and t.he_ opening of the next,
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4, Incidental to the diséussions of the various crypto systems
consideration waé given t.§ the problem of the number of different sizes
of rotors which are contemplated for use .in the mechanical crypto systems.
The Sub-Committee feels that the 26-point rotor may have to be used for
a long time to come but that some future agreement 1s necessary aé to a
select;.ioh among the 31, 32, and 36-point rotors, This agreement would limit
the number of different types of rotors smployed and thereby facilitate the
interchangeability between U K, and U,S. sources, |

5. The SumCon@ittee has the following cbservations and conclusiona
to report from its deliberation on the four items on its agendat |

A, low Echelon i including Minor Jar Vessels) Telegz-ép!:ic 'syatems -
including combined assault codes and tactical systems for all
ﬁlituy Services,

1. e note that the Fleet Code and Combined Assault Codes
are under diﬁcus_sion in ths UK -~ US JCZC, _
2, e note that there are no other lLow ichelon systems yet.
‘under consideration for combdned use,
3. e note t.haf. both US and UK have a number of new machine
systems under development but that none of these is likely to be available
- for gerieral combined use before 1954,
b. de conclude:
a, No machine system is likely to be available for
general ebmb.tned use before 1954, . |
b, If combined systems are recuired for any purpose in
the interim period, possible systems are:
Strip |
Linex
Cursex -
Playfex
Running Key Cipher
¢. To meet the long term requirements for low echelon
comtined systems selections should be made within the next 12 months,
Possible devices #re: _ |
DUP 1
AFSAM 7

. IIPCM"
APSAN 9
i

Conétert,
Rolitek




B, Merchant Ship Telegraphic Systems.
1. e note that Cursex is under consideration in the US-UK
| JCEC and is 1ikely to be adopted as the interim solution for Allled Merchant
Ship, |
2; #e recommerx that.. a machine system of at least equivalent

security but faster than Cursex should replace it, when available, and that
such a system should be selected within the next 12 months. Possible devices
are:

IIPchl

DUP 1

AFSAM 7
MC¥

Cs; Meteorological Sscurity Systems, Ineludiﬁg Facsimile, Teleprinter
and Telegraph, |
1. ‘e note the lack of any ‘suitable eomﬁined erypto system for
meteorologiocal purposes, |
2. e note that both the UK and US have under development new
meteorological systems in the following categories:
" Air-Ground
Telegraph
Teleprinter
Cifax
| 3, ‘#e note that with the exception of the ALr=Ground systems
nons of the systems under development is likely to be available for general
combined use before 1954. |
b4, ie note that re:_wuirement._s and characteristics for combined
plain text facsimile equipments have néf.-- yet been agrged upon.
S. We conclude: '

a, No machine crypto aystem for met.eorologieal purposes
is likely to be available for general combined use before 1954,
b, If eombined syst.m .are required for moteorological
purposes in the interim period, poss:lble devices are:
(1) Air-asrouxﬂ ASAD 1
Otmetco
Alametco
" (2) Telegraph = CCM (modified for weather encipherment)

Pencil and paper system for very low
echalon purposes,
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(3) Teleprinter = ASAY 2-1
| (L) Facsimile - None available
¢o To meet the 1ong term reguirements for encipherment of
meteorological data selsction should be made within the next 12 months, -
Possible devices are: '

(l) Aipr-Ground - ASAD 1
Ctmetco
Alamet.co '
Any available ciphony system

(2) Telagraph - BCE 7 with provisicn for weather encipher~
: ment
AFSAM 7
IIPCMH
Singlet
Pendragon
DUP 1 = designed for weather encipherment
Pencil and paper systems
(3) Te].spri.nter = AFS4M 9
ASAY 21
Concert
Rollick

_ Yercury -
(4) Cifax - ASaX 2
NRL Cifax
METFAX _
NOTE: Selection in category (4) may not be'_ possible until an
_ agﬁemen_t is _reachéd in the UK-US JCiC on the requirements
and characteristics for pﬁin text facaimile equipments
and associated transmission systems for ngteorological; use,
D, Voice Security Systems for Tact.icai Purposas. ]

1, ,_'a'e note that there are no ciphony systems ﬁnder eonsiderétion
for combined use, _

2, ie note that both the UK and the US have a number of new
systems under development but that none of these is likely to be available
for general combined use before 1954, |

3. He conclude:

a, No ciphony system is likely to be avallable for general
combined use bsfore 1954.
. b, There are no possibilities for suitable devices in the
interim periocd,
' ¢, To meet the long term reguirements for co_mbined ciphony
systems selection should be made within the mext 12 Mhs. Possible devices

are:




(1)

(2)

(3)

(&)

.(5)

(6)

ASAY 4

ASAY 8

Hallmark

Sorcerer
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(primarily designed as a low echelon.
cipﬁony attachment; can be used only
over circuits of ncrmal bandwidth)

(designed primarily for airborne use;
possibly 5uitable for general low
echelon use; can be used with VAF
transmission only and is capable of
group working) |

(primarily designed for tactical point
to point circuits using VHE or'wide~
band circuits; could be used to provide
secure point to point teletype and
facsimile transmiéeions)

(p;imarily designed far point to point
ciphény over long and :hort distance

circuits of normal band width)

AN/TRA 16 (primarily designed for microwave point

D=70

to point radio relay links, carrying 8
voice channels; can handle teleprinter
with frequency multiplex)

{primarily designed fcr mic;cwave-point
to point radio relay 1inks? carrying 12
vbice.channels; can carry facsimile or

teleprinter ..ith frequency multiplex)

6. The Sub-Committee has the following reccmmsndations to make:

a; That immediately and on a continuing basis, there be complete

interchange of the technical details of the systems discussed in this explora-

tory conference, This should include technical visita,

b, That discussion and interchange of téchniéal information on

. certain other items of combined interest; such as the security aspects of IFF

and authentication systema, bs authorized,

ey That security ?YQ%EQQ}RE? be maq? and exchanged on a;} iEems

discussed]




d, - That a copy of the final report of the conference be submitted -
. to the U.S.~U.K, JCEC and that the U,S.-U,K. JCEC be requested to consider
and resolve as a matter of urgency the operational requirements in all fields
of Combined Cryptographic Communications. | |
8, Thaf. there be annual conferences on these aubJects for the next
four years, to be held alternately 1n_- Iondon and in -ashington, the first of
these to take phce in london in apm-d:imt.ely nine months time,
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AFSAM
OFF-LINE PoRMUTING CYPHER MACHINE-FGR TACTICAL USE

Size 12" wide by 12" high bj 6" deep, approximately, less case,
14" wide by 14" high by 8" deep, approximately, in éase,

e;gh 15 lbs less case; 22 lbs in case.

Outline Description - A keyboard operated, tapeaprinbing cypher machine

24, v D, c operated (wit.h adapt.or for 115 v - 230 v AC operation) Encyphers
letters and figures.,

Technical Description Eﬁb

Cryptographic features: iight 26-poin: rotors with independent

alphabet and notch rings. 26 vay input and output, 1C paths being re—entrani,
Rotors 1-3, 5-8 twrn. Motilon is electpically controlled by sensing notch rings,
Kotion is "interlocked caaca&e," roﬁors 1 to 3 providing a dilated cyclcmeter
giving a_guéranteeq minimpm cycle, Machine is considered secure under all |
usual sorts of misuse. Read before step operation., Clear indicators are used,

<
‘Mechanical Features: 4 flying type wheel printer is used carrying a

pulse generator on the same shaft.. On depressing a key a circuit is set up

through one stator coil in tha pulsa generabor.',ab the appropriate time a

pulse is generated in this coll which fires a thyratron operating the print
magnet .

State of Progress -~ In an advanced state of devilopment,

&2,
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Size M"xlz"xéﬂlassme
' 18" x Ut x &7 m.th cans

Weipht Approximately 27 Ibs legs case
Approxinately 35 Ibs with casse

Qutline Descripbion - A tactdcal h:!gh security telsprinter ciphey
machine accspting telsprinter signals as an imputl and producing teleprinter
signals a3 an outputs Huploys startstop synchronisatlon, |

Employmont - Foruaemremtaleprmberis cioployed in tactical
echalonse (hcticaluseoftehpﬁ.ntersisplmmadmabroadaeale as
low as regim or battalion),

Jeghples] Deoription ~ Acoepts an’ tnput talstyps sigm. stores the
five intelligence bauds, translates to ome hot wire of 32, permuted in a
rotor mage, the ciphar signal transiated to the five unit code for atorage,
and then transmitted in time sequence. Capable of operating at telsprinter
speeds from 60 to 100 words per minute. |

g feabures .- Buploys nine 36=point rotors in the mose
rd:bh 4 circuits reentried to roduce to a 32 character aneiphemaxrb Eight
rotors nove in an'inberlocked cascade with the center rotor not moving btud
fixed for the day. Three rotors antematically geroised o a predstermined
position before_each messagss Planned for use in a S-lstter cloar taxb
indioator with no restrictions as to use. .' '

orress - In advanced development, Prototype models expocted
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ﬁg_ 16¥ wide by 12" high by 12" deep, approximately
Nigight 100 1bs epproximately
Qutline Degseription - 7 rotor mehgnimn using_ the carcase of CSP 1700
(cau 1k II) with a singls tapo printer and a nomelocking keyboard,
Tochnical Deseription - R
ic Foatureg: 7 rotor non-reciprocal maze. Planned to

uge removoable notch rings and alphabet tyros. Rotors are reversible. FPre-
gresgion is notch controlled, Iikely order of drive is 4 6 2 71 5 3, with
4 6 and 2 forning a cyclamster and the rest moving as in CGe I}otorszand6
always step backnaédse Alteration of the direction of rotation of any rotor
involvos mMcﬂ work. Maze is read before stepping. Bacltiards and
forwards motion ocowr sirmltangously, |

Mochanical Featuress Nonelocking k-benk koyboard with the mumsrals
1 to § on the top bank, . Printar is magnet operateds 26-letter single case
encyphermont: only. Printer has 26 lettms space and mmsrals 1 to ¢ only.
Facilities smiteh gives following conditiong:

0 = off I _

P = plain (ix_x this condition all keys are effactive)

D = decypher

E = encyphsz .. _

R = resst (in this condition ths rotors can be -sofa. by the figurs

keys 1 to 7) | |
Hand~drive facility of CSP 1700 has been abaa.nd.@xwd.:9 and the opsration is by
lov voltage, An AC motor is ii_ttad; and the printer, otc. is directly A
oporateds ' | :
fnothor facility switeh changes fram OSP 4800 to CSP 1700, In the 1700

condition blank rotors are inserbed in positions 2 and 6 (the backwards rotors)
- and theso rotors will turn.
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QM cal L-saturess (Continusd)
A variant of this maehins fcr weather aperation (i.e. mat) was also

ghom, The weather swit_ch connscts the figures 1 to f; space and Xon
en@phen‘aent +o the mase; and on decﬁphement Eonneciu-tha. appropriste mage
outputs to the mmerical functions of the printer. , _

As an altmtive to this scheme the sams £aci]iticn my be provlded
by using special pings and aocleats connscted into the énakes. joining the
-gerambler to the maehine bage,

Socket eomeetions for auto operation are prov:ldeda
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Size % cubic foot - 12" x12" x 6" approximately
. Weight 15 pourds '

Technical Description ~ This machine is cryptographically identical with
the CSP 4800, The ro-t.ors, approximately 23" in diameter will use removable
notch rings and alphabet tires. Permits direct encryption of numerals,

State of Progress - Engineering model to be delivered about 15 November
1950, o




T - [

RE" ) 7 1 63 . ..'-i_'“._._._._._.__ L e oo < -
® I o

CSP-3600_(LiCM)

OFP=LINE HAGELIN-TYPE CIPHCR LA 7{!

Size 10" wide by 10" high by 6" deep’ app;_:gximat.ely,
deight 12-16 lbs approximately. N

Qutline Description - Keyboard operated tapeg»?rintmg ciphe_r %

:%"

“2a .

intended for very low echelon use, Hand powex'ed wit.h prov:lsion for %ow%

4?&.

EE
t. g

cation to motor dxz"ive°

Technical Description o . i

" Cryptographic Features: 12 ¥-209 pin wheels adding the;r ggxrx}g;ne%
effect to a common drum, Key is the result of two steps of the p',i.n gﬁegl,s,

;~“’-.‘

S 1.__

Pins and lugs are settable, with a maximum of 6 lugs to a lba,m, _"- g L

. State of Progress - In development with one preliminary eg %%

model available,



CIFAX TEQ%;EIVER FOR USE . ITH BLACK-#HITE COPY, PRIMARILY FCR _WHATHER MAPS

z¢ 1 Rock approximately 24" x 26" x 54"

L ]

’ 1 Power supply approximately 14" x 24" x 10"

Including approximstely 150 vacuum tubes of which 130 are dual
triodes, ' ’

‘Weight 400 1lbs,

Qutline Deséription - Mediun-high cchelon, high security cifex, transe
mitting mltitone cipher at effectively 1000 elemexit.s per second, produced
'by synchronous binsary additién of 2-level quantized facsimile signal and
2-level key, |

. Technical Description _
Cryptotechnigue: .Six ﬁasic sequences produced at 6000 elements
.par second are combined in a camplex manner to produce a 2-letel key at
1060 qlements psr second, The basic seguences are ;iz‘oduced by six continu=
ally rotating reiatively prime wheels (in the range 101 to 115), .
Electronic Features: The ASAX 2 is 'desigpad to transmit over

300-2750 cps land-lins or HF radio; either or both being included in a
- single circuit, Cipher at a l millisecond rate is read successively into
four channels, each channel being a.mplit.uée modulat foi of an audio subcarrier,
A f£ifth subcarrier is amplitude modulated by a 50 cps signal for zutomatic
‘phase control, The composite signal is transmitted. directly on la.\nd'_-line or
mo‘d-ulates'_ a conventional (dbubla sideband AM) HF radio tmn’émitteru _

The recelver po.rt..ions of the ASAXX 2 are equipped for uuf.pmatic starting, .
_smchrmiz&hn, contgi;luqus pha_se correction, and 'al.arming;, including indi- .
cation of each function. - A frequency standard .is included for use when manual
control is desire’d,-.'

. . A -
State of Progress = Two terminals, originally designed fur engineering
- tests, have gone through limited service testing on land-line and on HF radio
links up to 1000 miles, Technically, performance of the equi_pm'en't'wa.a

sat.i_stactory over normal rangeé of room température,
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NAL CIFAX

CIFAX TRANSCEIVER FOR BLACK-WHITE WEATHSR COPY

Can be converted to full duplex by addition of a second key generator.

Size  Transmission equipment 16" x 19" x 72" approximately.
Key generator 16" x 19" x 24" approximately.:

veight 500 lbs-approximately,
Outline Deecrfg"'t_-;i_iii'r_; - High security, shipboard and base station cifax,
. ;transmitting multitone _c.ip_her at effectively 100C elements. per second,
-"produced by 'synchron_om's'.binary addition of a 2-level quantized facsimile
‘signal and 2-level key.

Technical Description

cgﬁg' technigue: Eigpt basic sequences are reproduced at 1000
elements per second from cdntir;uously rotating wheels that are relatively
prime, Eight wheeis are selected ijomb a set of 28 in the range 101 to 199,
Four sequences are binary added to produce X ke}, whicg: .;l,'s reeorded. as a
continuously tr_ave].ing magnetic tape having 10 readiné '-héads, A four stage
ring picke off X key from various preselected reudm heads to pr_oducé Y key.
X key and Y key are binary added to produce the final output key, Two of
the unused basic sequen_ceﬁ are'addad Boolian to determine when the fo'ur.
stage ri:.xg is reset, The remaining two basic sequences determine to x;hich |
pasi:.t.:l.on the ri;ng_is reset -wher'n a.x‘-esef. 18 demanded,

Electronic Featurss: The NRL cifax equipment transmits AM sub-
carriers in the range 2000-3750 cps, eight channels being transmitted over
Class A telephone I_llilne or HF single sﬁeband radio, The equipmént incorporates
precision freque'ney. standards with provision for manual. or automatic phase
correction, '

State of Propress - Tvo modeie have received engineering tests and.
operute satisfactorily., Four service tng. models are presently being

completed by a contractor.

NI il
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. ASAY 4
" PIME DEIAY SCRAMBIE CIPHONY SYSTSY

Size 12" x 12" x 18", estimated..
Weight 15 pounds, estimated.
' Oui“_.line Dsscription = The individual elements within a group of 20
elements are delayed d.{ffefent amounts nf time before transmission,

bl

 Technical Description = A 19 x 20 element matrix code box controls the

delay of the specific elements of speéch in each group of 20 elements, Ths
same code 1s used for at least one épf;versation. . The key code control is on
‘a tape and is.advanced one step to a new .p'osit.ion., Whether chunge is to be

on a message or tims basis has not yet been established,

State of Progress - Engineering models are now under development .,
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Size  Thres bays appraximately 5% x 2} x 1£ feet,

Yeight Approximately 250 pounds per bay plus spare parts and t.est.
equipment.,

Technicul Description - Speech is converted into a 1500 baud per
sacond on-off signal by means of a vocoder and PCM éodar. To this signal
is added a key sequence from an -.assoc:lated kéy generator, Transmission
is accomplished by eight frequency multiplexed channels located in the
sr.andar'd'voice frequency band, Six of these 'channels are for speech
:l.nformation, one is for synchronizatinn and one is for station selection.
The reeeiving end accomplishes the reverss operations of the transmitting
end, Each terminal is full duplex,

gegog_r_apgic Features - The key generat'or makes use of t.he geared
t.imi.ng mechanism to produce six basic sequences of 101, 103, 107, 109,
13, a.nd 115 elements length., These sequences are combined by addit.i.on
and multiplication in ele"_'c"tronic circuits to produce o@put. key at 1500
eleme‘nt.a per second. The basic pat.t.em§ are changeable as well as the
1ndividua1 st.arting poj.nt.s of each sequence.

~ State of Progree = Three models of the equipment are under conatruct.ton

by a contract.or. These will be enpineering and service tested to determine

necessary modificat ionso
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SINGLE CHANNEL PCM CIPHONY -SYSTEM

Size 2 cases euch 12" x 12" x 18" estimated,
Welght 50 1bs., estimated, '
General - The syébem is intended for general airborne tactical usage by
. VHF radio, ’ |
| Outline Description = A single channel FCM system which employs ”pusﬁ to
talk" transceiver element scrambling of a block of 32 pulses,

'fechnical Description

Cryptographic Features: The PCX coder output is "flattened" by

means of "auto key techniques.” The least weight baud of each. speech sample
(l." digit FCH) is delayed multiples of five elemént.s. This causes 1t to be
added to the 8 weight bauds of the next sample, to the 4 weight bauds of the
next sample after that, and the 2 weight baud of the next sample after that,
A code card or rotor system is used to determine a transposition in a block
of 32 elements. | .
State of -Devélog_ nt - Barly development, 2nd Engineeriné model to

be built by contrac@a'.' Air tranhmieaiqn test planned on lab x,hodelg '
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8 CHANNEL SPEECH SYSTEM FOR MICRO~WAVE RADIO

Size 7 L1'bays (counting 100% standby)

Weight About 1 ton (2000 lbs) _
Outline Description = Encliphered PCM system transmitted by on-off

pulses over micro-wave radio, The channels are in time division multi-
pleix,
Technical Description
x@ograghic F'eature : The machine employs a kaey generator
using four wheels of lengt.h 11 13, 20, and 28, The motion of t.hose
wheels is cox_itrolled by plain text PCM elements and partially anc_iphered
PCi elemtﬁo |

State of Progress -~ Two terminals are nearing completion for use in
a special experimental radio link, Several terminals without complete
keyer circuits are available,



:A67163 '
- ®

T.S.3,

Tactical speech encipherment system m'i;nax‘ily for aircraft use,

Size and iWeight - About 10" x 10" x 18" and weighs 39 pounds. (This
is 18 element model,) -
Qutline Description = A TDS system cf encipherment applied to PAM
spaech samples._ Uses a fixed sélfaconversing code changeable.by means of

a switch ma'&:lxd

T_echnicai Features - The set employs a rotory beam tube instead of
a more conventional ring circuit to control the TDS 6perabion., wa models
of the system have been built, one enploying a 12 element TDS the other an
18 element TDo. A5 to 10 ke channel is required for t.ranamission., The

system aynchronizes phase aut.omaticallyo

St.ate of Progress = Two models of each of the two types will soon be
available for testing. -




1,__ ASAD 1 is a snall band substitution device, designed for use in
multiseater aircraft ror the t.ranamisuon of eesent.iel meteorological
infomat.ion._

2, It consiete of a black box about 12" x 7i" x 13" in dimension,
containing a’letter key-roll which can be r-fobat.ed horizontally and over-
laid by a et.encii which can be rotated vertically. The stencil contains
13 lines each designated by the type of dnfoﬁpatidn involved f—lf;e,:gc clodd
qéimsg, visibmtyj, etc.) and containing up to 20 holes dei-énated by
numbere, d;lrect.d.one; et¢. Thus, at any posit.ion of the:stencll or key-

g roll, there are 13 lines showing different types of informat.ion, and the
iexaet. detail can be designated by the letter a.ppeazdng in:the appropriate
-hole on the line, _ )

3. Th'e_lneyeroli is §:fo'duced so that a let.t.er never repeats within a

series of 20 'i'he stencil is designed so that it covers every other line.
. and colum of f.he key, t.here are thus four mdependent keys on the roll,
The roll can be set in 100 pesitions and t.he stencil in 26 positions, ‘rhe _'
setting numbere are aubebit.uted into random digraphs by means of an. indi-
cator table which fits int.o a slot. above t.he window of the de\d.ce.
| L The cryptegraphie principle is eh_nilar. to that of the British UCO
or anmu.'rco, and the eyet.em_- can be used for transmitting the same kind of
inform\ation. A wider choice of key is e,yeihble oﬁing to the length of the
keyerell and the principle of dual slide,



) :A67163 o
PN ID a67 e

a

RUNNING KbY CYFPHER

.lo "RKC is a 11t.erai hand substi‘tution cypher, designed to give a
high degree of security on strategical links where machine 'systems- are
not- available,

2, The cypher comprises a book of random literal key-groups , and
a book of random 26 x 26 letter substitution squares, one for each day.
of ‘the month, For point-to-point working, the ke&book would be used
"once through" each day, comniencing at a point chosen at random in the
table; the system can also be émpio_yed for éroup working, choosing a
random starting=point for each individual message. The encryption |
process consists of substituting each 'plé.in«t.ext letter in turn against
its associated key-letter, employing the substitu%:-ion table valid fdr

the day,
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MERCURY (IATE TYPEX Mk 10)

Synchronous on-line teleprinter cipher machine,
Size  One 5'6" rack and four special tables,
Weight 450 lbs, very appraximately

Qutline Description - 31 way rotor permiting cipher machine using
separate turnover control and ciphering mazes, -
Technical Description ~
- Crxgtograg!' ic f‘eatureg: A 4 'rotor cyclometric maze controlling

.a76 rotor ciphering maze. Rotors consist of an cﬁtqf'aﬁriiilus' (carrying -

progression not..-ehes:)'-with scrambled .wiring and a separate inner rotor.
‘The t..wo.part.s can be as_'sqx_b_le'd in 62 different wéys; Current traverses
through the outer rotor ééétioh,ﬁhen through a scramb;ed.turn around end -
" plate and then returns through the inner rotor sections. nyptographically
therefore the mazes ’consi_st of 9 and 13 rctors respectively.

Mechanical Features: Morcury is a duplex on<line sy_nchronoﬁs
_ "t.:.{pher system, In-coming teleprinter s:lgnais are tried oit to 31 ways and
fe& onto alternate storage dévices, 3ignals are fed éynchrqnoﬁsly to the
maze and then reconverted to 5 unit code for transmission, The maze is
stepped synchroriously. In the no traffi¢ condition the. letters function
is sent "en clair" to line, . T

State of Progress = One circult on traffic expsrimentally. ‘.
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ON-LINZ TELEPRINTZR SYNCHRONOUS CIPHER MACHINE

Size 16" x 8" x 8" approximately,

Weipght 40 1lbs appro#inately. _

Outline Des.criﬂ' ion = A synchronous on=line subtractor teleprinter
cipher machine for geriefal tactical usage,

Usage ~ The device 1s planned for large scale tauctical usage.

Technical Description

Cryp Log raphic Feabqres: ¥aze consists of 1l wired rotors periods

K, 43, 43; 45, 45, 46, 46, AT, 47, 49, 49. Rotors 1,3, 5, 7, 9, 11 turn
regularly one step per el'em;nt.., Rest stay still. 8 of the 49 paths .thr.ough
the ‘maze "dror;t" off" itt. various poini.s. - 2y of 49 inputs are energized with
battery through -push-bﬁt.t.ons and seven of the 41 outputs are tapped and
fed into relays, The seven relays perform modulus 2 addition in series on
the plain teleprinter element _fbr encipherment, Rapid clearance of push; 3
buttons is provided. Rotérs_ not int;erchangeable s xfotat.eéble g_lphab_et tyre.
The device is capable of providing several streams of simultaneous key and
will still be secure,

Wechanical Features: The maze turns, continuously driven, through

a differehtial éear box for phasing purposes from;_a magnetic amplified
controlled motoxf'i_f high "Q" circuit is used .for_ time co.ntrol. Element
storage is provided, Traffic is enciphered ocn an element by -element basis
including start and stop signals thereby giving traffic_ flow security. -

State of Progress -~ Two lab models made from drawings are under test.
Development of the time control features is incomplete,
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ON-LINE TELEPRINTER CIPHNR DEVICE

Sige  One 4%" telagraph rack on caators
Fedpht 100 1ba approximately : .
Qutline Deseription « in olaetroniba]]y operated half-dnplnx on=line
* teleprintor subtractor encipherment device.
mwi‘ea 33 SeenubesonGock—Robd.n (Itanee)_.
The eiphor ley 1o generated by cold cathods gas tubes. Providmf is made
for gensrating random indicators not under control of the -opbmtu- and
:for automatically posi.tion:l.ng the key genorator to these indicators,
| Mechanical Featuress The vholo equipment is elsctronics Moot
circuitl'm cold cathode gas tubes, |
. M - The device is intendod initially far use¢ on GCHY land line
circilts. A basic concept has been the use of elactronic techniquss 80
as to pemit ready nass prodmt:l.nno '
W 'momdels mbeing built for user tria.la.
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Goporal ~ smat is a keyboard cperated motor=driven, tape-printing
orr-.m:a pemtd.ng cipher maching, The keyboard cor?céponds exactly to a
mmm telsprinter hayboard except that there 1s one additional key called
- a "Biyam Kay®, 'Ehe full rangs of teleprinter lower an.d upper cage Symbols
are available bmt. fom' letter keys and carrlages-return and line-feed reqn:lre
the pre-opemtion of the blgram key.

The mchine is deaigned to work fron 100-125 volbs or 200-250 volts
4565 of/s single phases It can be..tahan through the hatch of a submarine,

- Detalls - The machine will have a %—meﬁh?wmmrs
operating on BCM prindp]_.és' but con also be used as for CGM working, It will
use imerican type rotars,

Ja for Hotsoraloriod) Traffls - Tho incluglon of full .case-shift
facilities encbles the mchine to be used for meteorological traffic. Since
nons of the bigramsd signals ar used for this type of traffic the operaticn
ofthe 1:eyb§ard:la exactly the same as that of a standard teleprinter. (Mot
s weathor keyboard)e | . |

W The mchim is still under devalomant. A develop=
mant contract for prototype prqduction models will probably be placed in the

Summer of 1951,




MaPendragm is an off-lim cipher machine usingaperforated
tmpeinmbmﬂprodmingapago—printedmyonatelnprint@andalso.ﬁ
mquired, a perforated tape on a printing reperforators
_ The input taps can be prepaired on & standard talepmter perforator

" uslng the full Tange of toleprinter signals, Bigren signals are auto-
mti,cmy insertod by the equipment wh:l.p!_x has a 2b~way permuting maze
exactlw-the samo as that -uaed in Singlet._'

Pendragon will intervork with Singlst and can also bo used for CCH

- o BCM workinge

Details = Tho main unit will be identical with Singlst; except that
the keoyboard and printors will be replaced by a control unit for inserting
carriage retarn and 1insafosd, etoe |

State of Prospess « Development is proceeding in parallel with the
work on Singlet and it is expocted that both Singlst and Pendragon will
become available about the sams tims.
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M_— DUP 1 is an off=line hand gpémted tape=printing cipher
machine with an electrical permting maze, welghing sbout 18 Ibse Its
dimsnoions are 123" x 64" X 5" On the model dmnstm‘bed. ths inplxk
is controlled by a aetting Inob sdmilar to that of i 209 but keyboa.x'd
operation could be arranged, ILloctrical pmw?r is supplied by a self-
contained 45 volb dry battery which gives 80,000 oporations or mores.

For low temperaturé operation, an m1 source of power is nocessary.

Details ~ Tho maze is 26-way and has 8 rotors of which 1 and 5 are
fast turning, z,saml.baipgarivoneyelanetnmaybyl; amls; 7 and
8 oyolametrically driven by 5o '

- e rotora have alphabet tyres rotatsble with respect to turn-over
pati;erns; and premovable uiring ingerts which can bs fitted in-any one of 26
positions, The turn-Gver pattarn is the aims on every sotar in a seb and
therem]bwiringinserbstooachseto Compromiso of the machine and
vd.ri.ngs is covered by the fact that adequate security is g.m in the daily

). fop Mo _ , ; AfFic PrOposali are under consideration
for encdpherment of numsrals and the letter X by the use of & mamally
operated case shift. | | |
| w Onehmdmdsmodelkasbeenempletedandsix
more are under construction, A developmsnt gomract ‘has besn placed for the
mimufacturs of 50 models enginesred for largs scale producticn and intended
for Service trials, Delivery of these prototype production models is expected
to coumence during the Summer of 1951,
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Gepspal - LET-FAX 1s a system far tho onciphercd trensnission of black
and white meteorological charts It is intendod to meet & requirement for
tmmmsdmofchartaao"xlé"inatimofmtmetlﬁnmndmtea '
with a definition of 100 lines per inch, the tranmission channel (1ine or
H.F,) having o band-wldth of 300 to 3,400 G/S. |

The enciphsring equipment w1l consist of ome rack 20" wido by 6° high
enploying sbout 200 valvos, The deciphoring equimment is of about the gams
gize,

According to present pmposala t.bs intelligence will be enciphered in
an 8-way eloctrieal pemting nage mrld.ng ont:lre].y alectmnicany

Dotalls: = The picture intelligonce is qua.ntized 4500 %imes per seoond,
that 15 at twlce the naminal picture elewomt rete oo as to avold degradation .
of definition. Groups of 3 quantized elaments are comverted to signals on
ono of eight wires having a recurrence rate of 1,500 per second. Those
aignaJaaropenmxbednndcomertedtoaignahhavﬂngomofei@tleveh
for transmlssion by F.M,

The permuber will have elght stages ("wheels") with pluggable turnoves
patterns and changeable wirings, The lstter will consist of paxolin cards
with notalized strip connoctionss The variables will be turnover pattemn,
order of progression and wiring, The dsciphoring equipmerit will bo started
automatically and its speed will be controlled by differentiation of the
incoming sipgnals.

Stage of Developmont - Back to back laboratery tests have been rade
using bread-board aspemblics, Breadeboard experiments of the transmissicn
equipment are proceeding. . .

The electronic permuter may later bo replaced by s Rollick key genaratore
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-HALHEARK

PCM CIPHCNY SYSTEM FOR TACTICAL USAGSE

Size and Weigh -_.Lab xﬁodel_s conéisb of one 5%" rack,  iWeight, 300 1lbs
appro:d.mat.ely. Packéged equipment for véhicle use planned, |

Qutline Descrigtiofx - Duplex 32 lsvel PCH subtractor encypherment ciphony
system for point-to-point service,

Technical Description -

Cryptographic Features: Subtractor encypherment using binary key
from 5 group of transition counters of moduli between 2 and 29, Counters
‘are reset automatically by a maze at periodic j,n.t.ervals,

Technical Features: Duplex operation. using a common. key generator
giving different key to go and return channels. Framing , synchronization, -
maze stepping, etc, is automatic,

State of Development -~ 6 copies of lab models be:ln.g. made for special

GCHQ circuits, Development contract placed for engineered models for field

use,




REF- ITD:A67163 g
Sy @

¥
SCRCERER
SPEECH SECRECY SY:TRM FOR USAGE

Sizo Welight _
(Planned) 2 double eided racks 5% high -
600 lbs
Quiline Doscription ~ PG Yocoder amalysis and synthesis system with
subtractor engypherment for oﬁeranbion over circults of nommal bandwidth,
Teshpics] Doseription
W___mz Emyphment will be by uaing the Cock=
Robin principle. * .
Klsotrical fagturest Ons pitch and elght epcectrum channslg.
Pitch chamnels are defined to 16 steps, the apectium to 8 steps: Optional
provigion of tWo t.ranm.tsd.on gystems, one for landwwamdm mdio.’ |
Operating at 1800 bauds, and a multichannel V.F. aystem 170 cps spacing
and a 100 band spaed on each channsl, Provision can be made for a secwrs
teleprinberelnnneli‘orordwmepu-posesurequimda |
W - Development contract pla.ced rlit.h a contraeboro
First models for tr:laldue in 18 months.
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MULTI-CHANNEL CENTIMETRIC RADIO REIAY EZUIPMENT

Size and ";Ve;gh' - Duplicabe_-eqiximent consisting of 4 transmitters,
- 4 receivers, antenna masts , ete., carried in one \'rehicle, Duplicate PCM
~ multiplex etc.,; carried in a second'vehi_.cle. ,

Qutline Deseriggion -~ Centimetric radio relay syst.em providing 12
top secret speech channels, '

Technical Description

| x&graghic Features: Encypherment is carried out by the
_Cock~Robi.n principle (It.em ee).

Electrical Features:, The equipment is fully duplicated with auto-
| matic change-over facilities. The 12 PCM channels are carried by FK on a
écm radio link, An engineering channel is also provided using the Qéectrmn
53101: 4 ke/s, FPCK system is analogous to Hallmark. Y
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PLAYFEX (SMALL SHIPS CYPHER)

l, Playfex is a tactical band syst.ém, designed to effect a very rapid
change of code with a minimum of documentaﬁo_n and production, It is specifi-
cally intended for use in small ships; ard could be employed for any traffic
where short term security is required and where a cuick encryption process
on a bash.: bock is oper;tipmly acceptable., |

2, In its present form it consists of a two-part (hatted) basic code-
book, 4n which each vocabulary signification is given a twoslstter group, .
omitting double letters and the letter J, The groups from the basic code-
bock are then encyphered by a double Pluyfair process, based on a pair of
5 x 5 squares changing every two hours, The keybook eonsists of 31 detacha-
ble prsges; each containing 2, squares, divided into 12 pai_.'xfs designated by
the two-hour periocd 'L'or_ which they are valid, Each ba_éie .'group is encrypted
on the left hand square, and the resulting digraph encrypted on the right
hand square. No indicator ie required other than the da.t_:_e-ét.ime_ group'-of the
message, .

_ 3. The keybock is designed so that squares valld for a period shorter
than 2!; hours can be issued for short front J_.:lne-ope.rat.iona. 1f a higher
degrse.' of security is required; the basic Bopk can be changed monthly,
the basic groups written out on-'a_ keylengtgx_, and the Playfair er-lcx-yption
. appl_l!.ed to. the vertical digraphso

. 4, The si:all ships basic book and some editions of the keybook have
been produced and are ready for lssue _i.f recuired, Field tests have proved

satisfactory, but the system has not been used operationally.
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1. Ilinex 1s a literal hand substitution cypher, designed to give a
high degree of security for forward-area strategical traffic , where machine
system# are not aw'lai.lable. _._I't.'h_as”be_en in use in the British Army forward
of Brigaﬁe'.sin_ce 1944 | | |

2-.' - The _cyj:her congis_t.é of a book of és pages of mixed alphabets, used
in association with 10 cards known as cursors. " Each cursor is _designat.ed by
two or three letters, -ahd contains a mixed alphabet along the top margin and
a hole cut in one of ten posi.t:lons on the right margin. The user select.s one
of the cursors and marks a letter in the mixed a.lpha.bet. as det.ennined by t.he'.
indicator, He finds the st.ax-ting=point. in the keybook, and places the marked
letter under the first plain-text letter of the message; the cypher letter
is read from the hoie cut away on the rightlma'rgin of the cursor, 'i'he cursor
is then moved down one alpbabét in the key‘bookiand the .process :I,.s. repeated
’for. the second §1ain=-t.ext.' letter; and so _on; letter by letter through the.
-‘message, using & new alphabet for each encryption. . _

3. The message indicator consists of a four-letter group selected from
a page of rax.'ndom groups; the t.m')_ pairs of letters are encrypted.by a single

Playfair p;rocesa,. to give the cursor and stérting-point. for the message.
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CURSEX

l. Cursex is a lit.eral'hand substitution cypher, designed to give a
high degree of se'cur'it.y for strategical traffic where machine syst.e.ms are
not available, It is specifically inténded for u:se as a combined merchant .
ships' cypher, and would be suitable’ for use on strategical links oras a
general back-up to machine systems,

2. The cypher consists ¢f a bock of liberal key, used in associat:lon
with a frame containing a horizontal~ and a verbical— sliding keysheet. made
up of a number of mixed alphabets, The plain text is written under the
groups in the keybbok,”..st.arting at a point detemined by the indicator, .and'.
each of the keysheets is. set up at one of 26 poeitions in the .frame. KEach
let.t.er'off‘_t.he text is then encrypted on t.he alphabet indicated by the | _
asgociated key-letter. The key-élett.er is found in the alphabet bn the
horizeontal key.s_heet.; and the sizbst'iﬁutidd alphabet, 1s,i’.ak~e_gl'f;'om thé vertical
keysheet, the process being facilitated by-the use_'-df a cursor sliding B ‘
vertically over the frame, ¥ ' |

‘3. Several specimen frames;-ahd keyshests have been prodiiced, and 'f_ie]_.d

tests have proved satisfactory.
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OTMETCO

. 1, Otmetco is a hand substitution cypher, designed for providing
essential met.eorological information to aircraft returning from operations.
"It can be used to t.ransmit barometric pressure, followed by visibility and
cloud-base if required. It. is intended to place the minimum burden on the
aircrai't.

-2, A gmmd-_staﬁiops hold a book containing 1000 mixed alphabets,
.each designated by an indicator number. Alrcraft are provided with a profoi'ma
card, cont.aining an extract consisting of three alphabets from the book, a
key bardmet.ric pressure and one or more letters indicating "j_)lus" or "minus”,
 The key pressure is obtained ssparately by each ground-station, by applying.

a dally-changing key-numbeér to the act.dal barometric pressure observed at the
| station. at. a predeberminod t.ime |

3. When the airerarf. returns to baae t.he ground—stat.ion transmt.s the
'barometric pressure as the dleviation in millibars from the key pressure, in
t.he rom of a two-letter group, the rirab letter i.ndicates "plus" or "minus",

t.he second letter the deviation in millibars up to 25, as determined by the

first- alphabet on the card, If required, the cloud-base in hundreds o: feet

(up to 2500) is transmitted as the appropriate letter from the second alphabet,

) and the visibilit.y in hundreds of yards (up t.o 2500) from the third alphabet..
b In addition to the st.at.ion key pressure, all aircraft in an area are

given a daily-changing diversion key pressure, If an aircraft is divertzd from

base; it requests a report by transmitting its indicator number, and the

| ground-station bases .it.s reply on the diversion key pressure..

5. Each indicator is allocated to one operation only, so that the key
is virtually cne-tiﬂo; the only repetition being when a visibility or cloud-
base alphabet on one operation may be used as a barometric alphabet on another,

6. The systeém is at present being given field bests; a.nd-prelimina.ry
indications sre that it will prove satisfactory, °



1, Alametco is a hand substitution cypher, designed for the

- transmission of meteorological information between ground-stations-and
aircreft. It has been in use.in the R.A.F, since the latter part of the
war, _

2, Afrcraft are provided withlprpforma'cards;'containing a number of
lines devoted to various items of meteorological information; with blanks
left for the insertion of letter keys (similar fo the stencil on'ASAD-l).
Before an dperation; the-ground-station fills in the card with a number of
mixed alphabets derived from a master key-book and éhanging daily. Any
item can thus be expressed as the line-number in the proforma followed by
the letter appearing in the appropri#te space, Each aircraft normally
carries more than one cafd, a different series belng employed for area

broadeasts,

REMMLS
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ROTORS

26-Point Rotors
- It has been agreed on Sub-Committee A that rotors on both U,3, and
British revisions of the 7-rotor BCK should be physically and cryptographically
interchangeable. The size of rotor proposed (3i" diameter) is that now used
on CSP 1700, It is also proposed that the physical desizn shall as and when
possible take the form of a rotor with a soldered-in wiring bobbin, a
removable turnover 'cam; and a removable alphabet tyre each of which are in
| effect c#pable of rotation., The rotox_-a may be reversed by interchanging the
position of the turnover 'cam and the alphabet tyre. _
For u@tweight machines it has been proposécl that a rctor of simiiar
design but having a diameter of 21" (as used on FCM) should be employed.

31 Point Rotors QU.Kgl_ -

A3l péint rotor of special design is used in Mercury (British on-line
teleprinter permuting system). | |
The rotor consists of an cuter reversible scramble-wired annulus with a
fixed turnover pattern and fixed alphabet tyre, in which 1is inserted a second
scramble-wired disc, The insert may be fitted in any one of 31 positims and
is reversible. The maze circuits first pasﬁ through the inserts and then
 return via the end plate thl;ough the annuli. |

36 Point Rotors (U,S.)

The U_.S. is developing a 36 point rotor for use in new cipher machine
devéloprieﬁts. The figure 36 was chosen i_'.o .allow ehcipherment. of the 32
character teletype alphabet, the 26 character literal alphsbet, and various
system wirings. Two physically ident.i.ca-l types of rotors are being devéloped;
one pf whose wiring is capable of being "plugged" te any desired scramble, and
a second whose scramble wiring is "printed" on a replaceable plastic insert,

Each rotor conéi_st.s of 4 parts, a mein body, a notch ring, an alphabet
ring, and a lock ring. The main body contains 36 flush éommutat.or contacts
on one face and 36 plungers on the pt.her face. The notch ring_ is inter-
changeable between rotors and; although it is not reversible, can _b_e- placed
in 36 different positioné with respect to the alphabet ring. The notch ri.ng
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provides sﬁepping control for the maze, The alphabet ring is used as a
drive ring and for message indicator settings and contuains 10 blanks on _
its periphery, Opppsite il’_ne letter "O" :I’.s a depression used to "zeroize"
the foﬁor. Th_e lock ring holds the assembly together. The daily set up
will c'onéie_t_. of assembling the alphabet ring in the proper juxtaposition
to ﬁhé main body's i_ndei mark, picking the proper notch ring and placing
it in proper juxtaposition to the alphsbet ring and locking the aséez_:ibly
by means of the lock riné. | _

The design goal was to produ'c.:e a new rotor which 'mmld ease the rotor
wiring problem and be capable of large scale production,
~ The dimensions are 3,7" OD; 0.42" thick; and—_.a_hub bore of 0.30", The
expected normal ']:ife is .o\-(er 200,000,000 operations,
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" COCK-ROBIN

1. Note: Cock-Robin is a basic eryptographic principle, &nd has
many applicat;ions. It can be pr‘bduced both electronically and mechanically.
It is described here in one'applicat.'ion as a key generator (Rollick) for
on-line teleprinter encipherment but other applications are mentioned in
dqéeript.ions of devices using it, ' '

2, _Components: - The génera'r.or has 9 Fold cathode decade counters
divided into three sets A, B and C, Each set has one counter 10, 6;':3 9 and
one 7. All three counters within a Qet are driven simlt_.aneously by means |
of an ori/off gate. dJaeveral of the cat.hodés in each set are tapped, strapped
together, and led off to control the other two gates, Another s’el;_e;i:tlm, _
possib'ly overlapping, of .th_e ‘cathode is made.to produce three st'r_eauns of
mark/space key X, Y & 2, which are added modulo 2 to produce the final key
element,. _ |

3. Motions The "motor" cutput of set A turns Gate B on'if there is a
voltage :presenh; and turns Gat. C on if there is no voltage present, st B
controls Gate C and A, and Set C contiols A and B in the same way. A gate is
therefore only off if there is no voltage from the preceding set and .t.h_ere is
a voltage froh the following set. ihen the number of tappings in the various
‘sets satisfy'é. c_ertain. condition, the cycle is the guarantead maximum of
110 X 9 X 7 cubed, | _ |

ho Key: Stream X is obtained by t#ppings .frpm the 10 counters in
Set, 4, the 9 :I.n B and the 7 in C, these tappings being strapped to give Boolean
addition. Y is obtained from the 10 in B, the 9 in C and the 7 in A, and Z from
the 10 4n C, the 9 in A and the 7 in B, X, Y and Z are then added modulo 2
for the final key.element., which 1s .aﬂded to the plain teleprinter element.l

o 5, 53“‘.%. : All the -tappings of.caﬁhodes for key and motorization
are completely plugzable, and cbviously change of plugging; which will
probably be daily, gives a change of machine, Message séttihga can generally
be produced at:t;omahically (see description of Rollick).
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CIPHONY SCH:ME FOR GROUP WORKING

Outline De'scriggion of Proposal
| A scheme for quantising speech into say 8 levels and permuting
these lsvels in both electronic and mechanical (maze) permuters,
. Synchronization of the electronic c¢ircuits can be acheived on a pu_sh;
to=talk baais; the mechanical parts by a clock mechanism. In this
manner the advantages of permutation can be used in mitigation of loss
of security due to transmission in depth,
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' BRUSA COMSEC CONFERENCE

_ _
TARSY REPORT OF SUB-COMMITTEE B TO THE KXECUTIVE COMMITTEE

The meetings of Sub=Committee B began on 27 September 1950 and
continued intermittently through 10 October,

The final report of the Sub=Committee 1s attached hereto., The
minutes that were kept of the mestings give only a8 summary of the

-highlights of the various subjects discussed, They are on file with

the recorder,




