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SECRET~NATO COPY NO. L&

NORTH ATLANTIC MILITARY COMMITTEE
COMITE MILITAIRE DE L'ATLANTIQUE NORD

§ tandiREGFAIFED NATO UNCLASSIFIED Groupe Permanent
Per Authority IMSM-431-99 , 5GM~980~51

_ _ 22 June 1951
By-LACQUARE... Date Zt:ﬁ:.‘f..‘.&" e

MEMORANDUM FOR:  All Member Nations (Except Iceland), SHAPE,
SACLANT (when formed), and Secretaries of all
Regional Planning Groups of the North Atlantic
Treaty Organizatlon

SUBJECT : Provision of a General High Grade Cypher System
for North Atlantic Treaty Organization Powers.,

bﬂQ_LQ'N_Ggﬁ_EE‘#EEGIIVEJ
1. On 21 June 1951 the Standing Group approved a Eeport which
concluded that:- -

a. High grade machine cypher systems for the Naval, Army
and Air Force Commands down to Divisional H.Q. or eqguivalent
level, and for all WATO war vessels of high security status
are required immediately for international and inter-service
traffic and ﬁn some cases intra-Service traffic.

b. The existing Combined Cypher Machine should be made
available to all NATO Forces, subject to the regulations
governing the handling and use of Cryptographic material
provided for the use of the North Atlantic Treaty Organization
(5.G. 7/18 of the 28th June 1950) and to the special poliecy
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contained in the Enclosure hereto,

c. "Back-up" systems for machine cypher systems should bé
provided for emergency use.

d. The CECS of the Standing Group, NATCG, should take steps
to determine the NATO requirements for CCMs, systeums, rotors,

key lists and associated documents.

¢. While no better alterm tive interim arrangement than
that proposed in paragraph 5 of the Annex to WR/MC(50) 224
can be offered immediately to the Navies of the Western
Furopean Region, it is considered that a CCM system can be
implemented more guickly for all the NATO Navies than a system

based upon the extension of the Western European Regional
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arrangements to the countries of bther North Atlantic Treaty
Regions.

f£. A CCM system for NATO Navies and for exlsting NATO Army
and Air Force formations in Burope should be accorded first
priority in the implementation of an overall plan.

Z. While the language problem is recognized, it does not
affect the proposed use of the CCM and should not be allowed
to interfere with the consideration of the CCM to meet an urgent
need for “second level® communications, Accordingly, a separate
report on the.subject of code books should be made by the CECS
to the Standing Group.
2. It is requested that A11 Member Nations will signify to

the Standing Group their concurrence or otherwise to the above

conclusions as soon as possible.

FOR THE STANDING GROUP:

E.B,W, CARDIFF
Colonel, British Army
Secretary
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ENCLOSURE

GENERAL POLICY FOR SAFEGUARDING THE
COMBINED CYPHER MACHINE SYSTEMS

= INTRODUCTION

1. The nations which have been authorized the Combined Cypher
Machine (CCM) Systems recognize the need for safeguarding these
systems and all the component parts thereof., To permit the
maximum utility consistent with good Secufity practices, the

following rules and definitions are set forth as the policy for

safeguarding the CCM systems,
DEFINITIONS

VIS

2. The CCM systems consist of an appropriate cypher machine,
together with the associated adaptors, rotors, key lists, opera-
ting and maintenance instructions, diagrams, and all electrical

mechanical and cryptographic developments of the CCM and its
component parts.

3. The following equipments may be used as the Combined
Cypher Machine: |

3. The CCM Mark II, a machine cryptographically and
mechanically compiete in itself.
. The @CM Mark III, an adaptor for use with the Typex

Mark II machine,

RULES FOR SAFEGUARDING
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4, Neither the CCM systems nor any of the component parts

thereof will be placed ashore in any territory except where

= armed personnel of the nations authorized to use the specific
systems in gquestion are stationed in sufficient numbers to
safeguard its physical security. It shall be the regponsibility
of the Theater (Arez) Commander or the Service Head of a nation
concerned to decide when the foregoing conditions have been met

in each specific instance,
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5. The CCM (and adaptor) is ciassified CON¥IDENTIAL, but all
its associated cryptographic aids are SECRET, For liaison
purposes, the CCM system and all its component parts taken as a
whole shall be regarded as SECRET and handled accordingly. In-
formation concerning a CCM system and any of the component parts
thereof may be disclosed to authorized personnel of the armed
services of those nations anthorized to use the specific system,
and to any citizens of these nations under the control of the
Armed Services, but only to the amount .and degree necessary for
the discharge of their official duties. Moreover, it shall be
the duty of Commanding Officers and custodians to prevent the
detailed viewing of the CCM systems by other than these

authorized persommel.

6. The CCM shall not be installed in any aircraft for use

therein,

7. Bxcept as provided below, shipments of the CCM systems
should always be split in time and carriers so that each of the
four elementsj (a) any one of the CCM machines, and adaptor,
(b) the insfructions manuals, (c) the key lists, and (d) the
rotors is shipped separately. Similarly, two or more editions
of the same series of key lists or two or more sets of rotors,
one of which will supersede the éther, should always be shipped
separately. None of the four CCM elements ( (a), (b), (e¢), ()
above), should be transported by air over or near enemy territory.
A specific exception to the foregoing rules for shipment may be
made by a Theater (Area) Commander or one of the Service Heads,

as required by the abnormal circumstances prevalling.

i

~

8. A CCM system and the component parts thereof shall not be
issued to nationals of countries other than those authorized

to use the specific system, but may be issued to communications
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liaison officers of the armed services of the holding nations,
detailed for service with the Armed Forces of other allied
nations, if this is necessary for furthering the military opera-
tions of the nations authorized to use the gpecific system. In
such a case, the Theater (Area) Commander or the appropriate
Service Head will be responsible for determining whether such
lssue is necessary. If such issue is considered necessary, the
fheater (Area) Commander or the appropriate Service Head will:
a. ©Specify the appropriate CCM publications to be
issued which will be of a class commensurate with the rank
of the allied authority to which the communications liaison
group is assigned,
b. Inform the appropriate allied authority that the
CCM system is being supplied in order to provide a suitable
high grade means of allied communication for operational
cooperétion.
¢. Before authorizing issue, insure that the appropriate
senior allied authority understands and agrees to the
conditions under which the CCM system is being supplied and
in particular that the communications liaison officer will
be afforded all the necessary facilities for carrying out
his duties and for preventing the CCM system's being subject
to detailed viewing by other than authorized personnel.
When the system is issued under such gircumstances, it will
be the responsibility of the communications liaison officer
to insure that the foregoing conditions are met and to
report immediately to his senior officer (the authorizing
authority) if he is prevented by the allied authority with

whom he is serving from carrying out his instructions.
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MODIFICATION OF THIS POLICY

9, If at any time a nation considers it necessary to deviate
in any way from this pblicy, that nation shall inform the other
nations concerned of the facts and circumstances and of the proposed
change in policy. Any change in policy shall be effected by agree-
ment among all of the nations concerned prior to any action beling

taken under the proposed change.

10. In the event that any nation finds it feasible to adapt a
National cypher machine to the CCM systems, the policy for safe-
guarding the CCM elements, (rotors, adaptors, and key lists) used
in connection with that National Cypher Machine will conform to the

policy expressed herein.
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