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INTER-OFFICE MEMORANDUM

DATE January 11", 1930.
TO MR. A. K. CLOKEY

FROM COLONEL PARKER HITT

SUBJECT Demonstration of Kryha Ciphering Machine

On January 7", Mr. Bancroft and I were given a demonstration of the Kryha Ciphering machines
by Mr. G. A. Evalenko and Mr. Kryha at 545 Fifth Avenue.

The demonstration verified my previous description of the mechanical operation of the portable
model which was obtained through a study of the literature on the machines (Memo of Dec. 3, 1929).

The electric machine proved to be a very simple adaptation of the portable machine, combined
with two electric typewriters and the necessary connecting wires.

The usual claims of absolute indecipherability were made for messages prepared by these
machines.

On the following day, Mr. Bancroft went alone to Mr. Evalenko's office and had a series of
messages enciphered for test purposes. These ciphers were turned over to me on the morning of the 9"
Before noon I had deciphered ten of them. A long message in a different key was deciphered by the
following morning.

The solution of these ciphers is submitted herewith for comparison with the original messages
which I have not seen but which, I believe, are in your possession.

The ciphers were prepared on the electric machine which started out by making an error in the
long message. There were also two other errors in the long message attributable to error by the machine.

The deciphering of these ciphers confirms my opinion expressed in my memorandum of

December 3, 1929 that “the Kryha machine is dangerous and unsound and offers no safety against modern
attack”.

Parker Hitt
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CLOSING DATE ALL BIID JULY FIFTEENTH LATE BIIDS NOT ACCEPTED

REFERENCE CONTRACT GHOST RIVER PROJECT ADVISE EXPECTED COMPLETION DATE
URGENT

PROCEED IMMEDIATELY MIILLS CITY REPORTING ON ARRIVAL TO C II BECKETT
HOTEL VICTORIA

JACK ADVISES NOTHING AVAILABLE THERE HAVE YOU TRIED JONSON OR MARTIN

LEAVING TOMORROW SPECIAL TRAIN FOR ST LOUIS RESERVE ROOMS STATLER
SELF AND

CONTRACT SIGNED TODAY WILL FORWARD DETAILS BY MAIL TONIGHT
HAVE BEEN ADVISED LEASE WILL NOT BE RENEWED CAN YOU RETURN AT ONCE

BRIEFS ANDERSON CASE RECIEVED HOW ABOUT HENDRYS AFFIIDAVIIT
YOUEXPECTED TO GET

MILLS HERE REPORT SOME CANCELLATIONS AND GENERAL SLOWING DOWN NEW
BUSINESS

SITUATION SHAFT SEVEN BAD SOME CAVING AND MUCH WATER COMIING THROUGH
CEILING

OFFICIAL REPORT ELEVEN OCLOCK THIRTY SEVEN KILLED ONE TWENTY MISSING
IS CARTER PREPARED TO LEAVE AT ONCE FOR CANYON CIITY AND SPOKANE

RUSH SHIPMENT MY ORDER TWENTY FIIRST ALL OUT ITEMS ONE SEVEN AND NINE

18-20-1 823 wheel.
mixed alphabet.
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Steps in Analyzing the 20 Kryha Ciphers

Prepared with a Single Key.

Write messages so that initial letters, second letters, third letters, etc. are in column.
Prepare frequency table for each column.

Combine obviously equivalent columns.

Tentatively choose space, E, and common consonants.

Apply to text.

Prepare messages in blocks of 14 to 25 columns.

Analyze for identical cipher letters having probable meanings as found in 4.

Pick out the block best meeting this analysis. (This determines number of groups of teeth on
gear wheel).

Using this Block, begin to pick out words through use of 2 and 4.
As words develop, start a two way similarity table.

Continue 9 and 10 simultaneously until 10 is practically completed. This will give most of the
gear tooth spacing.

Make up a cipher disk with letters running according to horizontal similarity lines and a plain
text disk with available letters chosen from vertical similarity (Method 7).

Using these disks, determine all gear tooth spacing through trial on proved words.

Complete plain text disk and translation of messages.



Transcription Notes

Original material was in the form of a monochrome photocopy (white letters on black
background) and in places is hard to read (especially the page headed (1)), so there is a
possibility of transcription errors. Transcription was from digital images of the original
photocopies. Some pages were cut off on the right hand side and a small amount of material may
have been lost.

No particular attempt has been made to exactly reproduce the layout of the original document.
The stepping pattern has been reconstructed by combining information from the image of Hitt's
“paper analog” of the Kryha machine, information at the top of the page headed (1), and analysis
of the sample messages (to determine the value of the 23" step, which is not completely visible on
either page).

The first set of initials at the bottom of the first page may be “D.T.J” rather than “D.J.1.".

The range of displacement values in the Kryha stepping pattern shown in this document (5
through 10) seems much closer to what one would expect from examination of machines and other
historical documents than the stepping pattern shown in Hitt's memorandum of 2-3 December,
1929. This reinforces the impression that the December solution used simulated messages that
were constructed based on an understanding of the machine from documents rather than
messages encoded on the machine itself. The introductory memorandum on the first page makes it
clear that Hitt did not see the actual machine until January, 1930, and the paper analog on the
second page is dated January 27" .

There must have been an operator or machine error when rendering message 8 on the page
headed “(1)” - one character is missing from the short group “ENMS”. It has been transcribed
with an extra spacing character at the end of the group so as to most closely resemble the
original, but a more likely value for the group is “ENSMS”. A similar problem occurs in message
14 in the group “OGXD”.

There is a handwritten error in the decoded plaintext of message 16 of the page headed “(3)”.
The word “OPINION” decodes correctly from the ciphertext, rather than yielding “OPINEON”
as shown — the error has been retained in the transcript.

The fair copy of the decrypted messages on the page beginning “CLOSING DATE” shows odd
typing errors where the letter I does not print clearly — this may be because the same position in
the plaintext alphabet is used to represent both the letters I and J. The resulting character has
been rendered as II.



