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Abstract

This is with Stecker unknown. Reading a depth of 20 gives us a block of partial (but
reasonably fat) alphabets. The ones actually used are 1-4, 27-30, 53-56 and 79-82. Menu #1
is formed from alphabets 1, 27, 53, 79; Menu #2 from 2, 28, 54, 80; etc. These menus are
isomorphic, and the first step is the recovery of the substitutions Ty, T, T3 transforming Menu
#1 into #2, #2 into #3, and #3 into #4. T3 is a transform of T,, and T, of Ty, both by the same
substitution. Recovery of the letter immediately yields the Stecker. The idea behind this
method was discovered by Lt. Gleason from group-theoretical considerations. A brief account
of the latter is given in paragraph 3, page 15 of this article. This method can also be applied to
a long crib, as indicated in paragraphs 5 and 6.

Source: NR. 1737, CBLH17, Box 705,
ENIGMA (Conferences, Theory, Related info),
NARA, RG 457, NSA Historical Collection

Editor: Frode Weierud



E
F

Or=20-CGL-A/mb

19 April 1945

-

EHIOMA ¥TRING RYCOVERY FrOM PHE READING OF A DEPTH

1.1 BStatement of the Froblem. Iuppose that a depth of from
15 Lo 20 messcpes (extendihg 1or 104 letters say) has been en-
cirhered on an enigma mochines. Suppese further tiuat statis-
tical tests on the eipheor text uavs indicated enigma type en~
~elinnerment, and tial past experience wita enemy plain text
nan enabled the solubtion of the desth by cribhipng, Then a
metilod for eryptanalytically obtaining the input sequence, the
wiring of some or all of the moving wheels, the ncteh pattsrns
on scme or ell of the whoels, .and the wiring of ths rei'lsctor
. is certelinly desired. This paper discusses g method f'or ob-
Q:)taining soma ¢f these deslred itens.

1.2 Past Lxperlence of U. 3., lNavy Unlita with this type of
Probiem. For the aost rart, U. S, Havy uniis nave nad Little
T no eXperience with actual enlgma wiriug recoverlies. In
tnme late thirties, the U, 5. Coagst Suard cryptonalyslie unit
racovered the wiring from an 80 odd message denth of qultie
seme lengtn. This wiring wes found. Lo be the sawe as tnat in
the 0ld commercial epipma aachlne. A write-up of their work,
entitled "Swiss Levy Yaneuvers™ 1a in the Mavy general crypto-
eraritic library. Ilowever, present teciniques are so nmuch ucre
sowerful than tiose used by the Coast Guard tinat =2 new and
mora comrlete write-up seens desgiradle. Trom tine Lo time the
Swigg nave rewired thelr wheels, and the U. 5. Army hss recov-
erod a new wiring rom a long crib. Several Lrypres of solgma
machines uasve beven used by the German Agent System, and the
Spaniards are Krown to aave used two different eunlgma wirings.
For the most part, tho wirings of taese macliines ware rscover-
-ved by the Oritlsh eryotogracshic unit and sent Lo those inter-
" ‘asted in the U. 5. (The Coast Cuard and the iinor Turoopean
Section in the U, S. Havy erxryptanclytic unit.) Host of these
wirlngs were recovered wlth twistis and reletterings. The
presence of Lnege 1s a necessary evil to the method of crypi-~
analytic recovery; a sSeparave paper "On The Flimination OF
"Triste’ in Wired Vheels®, dabed 2 Janusry 1945, has been pre-
vared, ziving a preocedure Tor rumoving twists and reletierings
‘when sdditional Iinformation Is avallable to the eryptenalyst.

1.3 Preparation Sxvected of the EKeader. A general fomiliarity

with enligma mocnine terminology 18 expected of the reader. In
adidition, the idea of a molecular structure or "menu" ghowing
he relation between the 26 (or fewer; letters of the alphabet




will be used in thils report. “This is merely a pictorisl Tep-
resentation or a number of plain-text clpher-text alnrhabetlc
~airinzs, Finally, a group-theoretic anpproach to tie enigma
encipnermonts will be used. This iz a falrly sopnisticated
mathenatlical tool, but to & mathematlclan, abt logst, the groud
theory structure shows the way to a gquicker solution of the
nroblem,. HowsVel, the Lecessary mathernsblecal explanatlious
will be given in the boiy of the report to enable nop-unathe-
maticnl readers to follow the argument.

2.1 Eneipherment and Solution of the Dapth. In the summer

of iGhLL & new tvype of enigma maciine, marked "I" by the zanu-
racturers, was captured in s warehouse ln ormandy wiere Sono
of the mmehlnes were swaiting shipment to the Jupsnese. The
macihins was very similar to tike old tiwee-wiheel one-movable-
ref'lactor commercial :menine, execepd Lhal 1t had a different
invut sequencs and that thers were eight wheels from winich to
choose the Siiree wheels. Also each wheel nad rive notclies
fnstesd of the single notch on the sommercial wheels. 1t aseen~ o
pd desirable to study this new mschine, singe cryvtoaraphle e
personnsl familisr wish the Jaranese avslems were unfaniliar
with the enigma machine. A set of English naval text messages
in deptlt were enciphered on the T mschine. Later tils olpaer
toxt snd the ract tiuet the underlying btext was iIngliah naval
sext was glven L0 a group of cryplanalysts. For Lthe purposesd
of thia rerort, a depsth of 20 will be used. Actually She
messSnges oan Lo Yesd ror deplus less than 20, but the recovery
of ‘ths wiring in these cases is g very tiresoms procsdurls.

Tne depth was read, and yielded the Labulated information,
Only o rartial tabulevion of the recovered alphabets is siven
herewith. :
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2. Struocture of Molecules. Consider alphabets 1, 27, 53 and
T3. he Iast wheel ol thRe enlgma machine is in the same nosi-
tion for each of these enclphering positlionsg. Bub the remain-
der of the mmchine, culled tne combined reflector, 1s in dif-
farent relative positions for esch of those enciphering po-
gitions,.  TFor position #l, thera are 13 combined reflector
links of wnich only 9 nave been Trecovered. For position #27,
tiere is anotner seb of 13 links of wihich only 9 have besen Ie-
covered. Similer statements told for the other encliphering
nositions. A nartiel structure for the combined molscule for
rogitions 1, 27, 53 snd 79 can be built up zs follows: W is
linked to 1 by alpihabet #1, H i3 linked to X by alpaabet #53,
X to R by #27, B to V by #1, ¥ to I by #27, I %o A by both #1
and #79, and A to W by F53. This glves a closure, as plclured
below: -

w X H 53 %

PU S 27y i g

If all the available links are used, the molecule is much
larger, and may uge all 26 letters, TFour molecules or menus
nave been bullt up from the data of 2.2,

Menu #1 uses alphabets 1, 27, 53, 79
Henu #2 " " 2, 28, 54, 80
ﬁenn 5%3 w » 3, 293 55; 81
Manit £ " " L, 30, 56, 82

The reader who is an experimenter at heart will build up ¥enu
25 fyom alphabets 5, 31, 57, and 83.



2]

53

5%

27

79

79

27

53

27

53

A

79

19

~H

53

79

27

79

55

7T

53

19

79

27

53

MENU ¥

79




B0

28

54

54

MENU 2

NCOOCT
T TRT

RAND)
| A

"/.1\\.



P VL

© R Yy At

55

Bl

29

-55

8i

81

239

29

29

55

29

U

29

55

29

al

29

55I8|

MENU *3

SECDET
~ AR

T
AV




56

56

O Q
<+
ﬁDi..5 O
o~
@
2 a
!} L —
<+
(a8 ]
[s &
= ¥
o
2 | ]
2 o ) O o
o o o
> z —= > =
< .
od
a0
oy
\ ‘
91 0
V]
-+
b—
o
N
oJ
o8]

MENU ¥ 4

56

oD SCCDrT
(Ol LN O

AT

RN



-G

2.4 Comblnstions of Menus. If thsre I8 no turnover between
alpnabets 1 and 2, then tnere will be no simple turnover be~
tween 27 and 28, 53 and 54, and 79 and 80, If there is no
notenn on the Tast wheel for tic interval between alphabats 26
and 27, then there can bs no double turnover al any of Lhe
above positions. FRemark - a doubls turnover musti be preceeded
by 2 single turnover in an enizma (non-cyclomstric) silepping
machine. Assuming no turnover for tne moment, what effeat
will there be on menus §1 aund #2°7 inge the fast wheel is in
tha same position for each letter on menu #1, and since we
are assuming Lhes same internal combined reflector links for
1 and 2, 27 snd 28, 53 and 54, and 79 and 8C, and since the
fast wneel is in tne same position for each Lettar on menu 2,
the only difference botween menus #1 and #2 i3 a differance
in the identity of the letters. In olaer words, the molecular
atructure or linkage struciure must be tae ssme for menus #F1
and #2. Conversely, if the menus #1 and #2 do not have the
sane linkage structurs {(or ars not isomorphic Lo use a mathe-
matieal term), there must have been a turn between 1 and 2,
oxr 27 and 28, or 53 and 54, or 79 and 80, or periaps badly
gerbled cipher text, or improperly decrypted plain text. In
the case of corrupted text, efforts can be made to improve
the text. In the case of a turn beitwesn enciphering alpha-
beta 1 and 2, one would examine menus #2 and #3, or menus #3
and #4, ate. -

OF course 1 there is no noteh to cause a turn between en-
ciphering positions 1 and 2, and also bstween 2 and 3, and

if no double turnovars oecur, then menus £l, #2 and #3 should
g1l be izomorpunlec. Jow in menu F1 there is a pair of lotlers
comnected by a double bond: _

&_;__l___ﬂi
———

This means that A enciphers o I in. both siphabets 1l and 79.
Fence it must be nogsidble to place double bonds in menus E2

and #3 if all three menus are isomorpnie. Due to incomnlete
‘alphabetiec recoveries, a double bond is not present in menu

S #2, but there are certainly possibilities for the double bond.

Ir memu #3 there are tvwo double bonds, glven by
V3 ___ R and [ - QR R
2 8%

Hence if menus §1, #2, end #3 are isomorphic, all menus must
contain 8% leasst ¢wo double bond structures similar to the
abovae., IFf only two sre possible, then the double bond already
Pound in menu §1 oust correspond to one of the twe above in

menu #3.




ecall ths closure already mentioned in menu #1

§— 2 1 53 X
53. 27

A ?; - 1 4 v 1 R

and note the closure in meau #3

02 B 59 R
55 ' 29

Vs 3 R 29 1 3 g

. :

The fact that tiese two closures are isomorphic, Involva a
double bond combinastion and the faet that no contradietions
nrise in the remsining parts of the monus is sufficient justi-
Tieation for proceeding on Lhe asaumption thnd tle above 1s
correct.

In menu #1 we have the trlangular closurs

p—3+ g
53| - 27
T
and in menu #2 we have _
N—2 R
54 B
I

If menus §1 and #3 are isomorphic, then menu #2 must also be

tsomorpaic with #1 sand with #3, end so 1t musi be possible to
maboh menus Fl and #2. The triangular closure ig a good place
to start from, altiough of course the Taet that 1t locks good
is no proof that 1t is right. ilowever, assuming that this is
cor ecL nrogesd with the matehing of menus #1 snd #2. A good
nart of menu ”2 ean be nlaced so as Lo partially sBtablish the

o~
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" supposed iscmorphism between menus #1, #2, and #3. Indeed,
the data from menus #2 and #3 oun be entered on meru Fl, as
is shown con the combinsd nenu sheet. On this sheet, a block

of four deep is provided ror sach of the 26 rositions.

An entyy in the top or gpace
marked 1 is from menu #1, one
from the second or 2 gpace i3
from menu #2, etc.

F Wl

'!%5i !’I!=IIE|



COMBINED MENUS, 12 3

(INCOMPLETE)
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Solid lines comnecting the 26 blocks are those which appear
on menu #l. A line marked 1, such us

v] 1 [R®
£ g
M |F

is to be interpreted as meaning‘that V—la-R,'E—EL—Q, w-3P.
ind a line marked 27, such as

.II = ii
1a to be interrreted as meaning that z——z v, B 28 » B, R i,
Now all of these alphabetic rscoverisg waere alraadv ¥Xnown, but

consider
T and
I .
K

These are nob coonected by a solid line, but iz menu 2, there
is o connection I Po. Hence, assuming the correectness of
sur placementa, T-L 0 is raqulred and & line zay be drawn
eonnecting these bLlocks. Such lines not present 1n meru #1,
will be drawn zs dotted l*ﬂﬂm-

In addition, a double bond may be drawn belween the blocks

I

sinoa S h $s a part of our original data on menu #3. Be-
cuus e camulexity of érawing all lines on the combined
menu anart these two conneecbtliong have not been shown.

- AlBo, -2y gives 2835, rf now these vmlues are entered
into the alpuabetic recovery table, there are only two values
alnnabat 1 not used. These two must be conpnected, that Iis
M 21 L 15 elso required and this line is drawn on the combined
menu gaeet as a doltsed 1LBG. Indaed, from

e

we nay £111 in the 1nked values as. shown.

The rilling in of the remaining values may be done in several
ways. A gsearch may be made for other missing links {no pun




intendad) which are implied but have not been enterad on tae
combinaed menu. The nlacezent of these links and Lhelir conse-
nuences will place Jther lotters in the gombined menu. 0Or a
epcond =e baod consliavs in selecting a letter in eitlier menu
#2 or #3 wileh nas not been placsd aond trying this lelter in
turn in esel of the vacant posiiticns in tane comblned menu.
Perhaps all but one of the positions will leed to contradic-
tions. A& third method 1s based on the cyclic structure. This
will be discussed later, but it cun be atabed here taat fhe
eyelic structure of the isomorvhlam from xenu #1 to F2 must
be tihe some as bhat from menu ¢2 Lo #3. If @ cvele of 5 is
recoverad in one isoworphism, there must be a cyecle of 5 in
the ather. This device 13 useful near Lile end of the lgomor-
phiam recovery, and is quite helpful when there may be a uis-
3ing letier in ofe Or more menus.

-By eartain processes, generally devious ratier than straight-
forward, 21l letters can be placed snd Lhe eomplele isomor-
nhism bet:een menus 1, {2 snd #3 can thon be established.

The cgareful resder will work out the complete lsomorphism,
which con be caecked ageinst the one given leter in sactlion
3.3. e may also wry to nleee menn f4 and meny #5 in the
enart above. iemu fL ecan be nlaced, but menu #5 cen nobt be
placad,., ‘fhis Taet, when &uudhli%h@ﬁ would suggwsi that there
hag been a burn in ths roaltion of ths mlddle wheel between
encivhering vositions 4 and 5.

2.5 Gansrel Femerks on Menu Matohinmg.  If complete alphabets
ars given &t the stmart, then & meru based on four enciphering
alohabebs will be ratiier usrd to draw up neasly f{due to the
multinlicity of links invelved] and will uave available Tor
more information than is needad to aglve Lhe problenm,.

If the depth 1s oply 17 deep, instead of 20, the alphabeis
will probeadly not be as comrlste as Lhey are for our axample,
s T4 will be & omuch hardsr job to mateh the mepus. The
teennivque is the same, but the work required te exhaust all
Lite wrong ¢cases is conslderably increased.

the depth 1s only 12 or 14 deep, it would be advisable o
-briﬁg in, ir poasible, alphabetic recoveries from alphabets
105, 106 107, 108, ete.

The reader may wonder why so much is left o the reader. A

book on swimming strokes may be nice to rssd, but one nust |
practice the strokes while nctually in the Water bufore cone i
cun claim to be ¢ swlmmer. 3o irf the resder desires to actually |
possess the knowledge for recovering wiring from a depth, led

‘the render zet iis paper znd pencils, using rerhaps four colors

to mvoid confusion in ihe connecting_linka,_ﬂnﬁ 70 Lo work.
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4 word or two aboub the Coast Cuard recovery job may be in
ordar. ror Lthe gingle noteh wneels which they used, and for
the BQ odd depth, it would be noaalble o astablish isomor-
nhisms betwech 26 {or nernapa only 25) menus, sxch menu belng
built up from slmosi comnlete alphabels. But ohe Coast Suard
n toess early dayd ralled on double vond sbructures for tie
most part, sad 5O in effect used only & small pert of thellr
available datm. The present method, of gourse, 18 much rgors
powerful siacs 1t can be used on a much amaller amount of dalta.

2.1 Oroup TheaX otation. Consider ths group of alphabetlic
SZubstitutions, and lev capital letters dencte the crergtlon
which affecis the alphabetic substitution, ond let amall let-
cors denote Lpe 2 6 letiers of the alphsbet. Then AT Aq 1s
substitution alphabet 1 of the regovery, 34 oan he Besn that

a i
b ) n
¢ . Ay = 8
atg . 4 ebe

where 26 equablions aTe involved in the sbove symbolicaequatian,
quclh 58 @ * A1 = 1, b+ Ay =@, ¢ ° Ay ® G, 8LC Since each
alphabei 13 reciprocal, & * A1 ¢ A1 5 &, b+ A&y * Ay = b, 8lc,
cr A1 = A7t, using the standard nobation for the inverse opera-
tion., AlL enigma gneiphering alphabets are recirTocal, so thab
all symoollc operstions representing sueb cubstitutions nust

be their own Iinvoerses. '

However, the operation Al oan pe ragerded ns Lhe product of
simpler operations. FPor the purposes of this report, certaln
caimplifying assumptions will be nnde as Lo bhe paturs of the
enigma encipherment. The nroceess of encinherment may ba
shounht of 88 sonsisting of the five steps deseribed below:

1,  The operation of nateckering” the inpul let~
tar. ‘This will be represented oy the symbol S.
Some enigzms mBuachines with s built im input se-
queance have & conatant otecker, otlhsrs nave &
nluggable stacker which can be varied by the en-
civhering clerk. This opsration 1g the sape for
all positicns of encipherment.

2. The operation gecuring when Lae steckered
input letter goes througn the fast wheel. This
oparation will ba the same ol glphabets 1, 27 4
53, 79, ete. A 4ifrerent operation will be in.
effeot Tor alphabetis 2, 28, 54, and 80. lLater
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the connection betweon tihese Lwo operations
%1ll be studied. ILet the symbol ¥ dencte the
operation in effect for alphabets 1, 27, 53
and 79. :

3. The oparation cocuring wiaen Lhes output of
step number 2 above goes through the remaining
wheels and reflector of the machina and . re-
turns. Since there is a reflector and since
each wheel is used twice, onee on incoming and
once on oubgoing, this overation 1s reciprocal.
Lat Ly dencte the operalion in effeoct for al-
phabet Fl. In reality iy cen be sprecilis=d by
thirteen palirings or links.

L. The Iinverse operation to step number 2
abave which may be denoted by Wi ror aipha-
bets 1, 27,.53 and 79.

5. The luverse steckering oreration, which is
inverse to the oparafian of step number 1, and

nay be denoted by 87 for all pusiticna of en-
cipnerments. ’

Thus, Al csan be wrilten es

a ' e

oo

S wER, Wi g1

] G'U‘

Aq ' -

i
n
&

-

Row Ay is-kneﬁn, but nome of Lis other opsrators S, ¥ or Ry
is known at present.

Femark: Considersble confusion Is frequenily csussd by not
Inowing the way in which the operstors sare to be applied. In
this rerort {a] ABC willl meen that the operstion 4 is first
carried out on the letter a, opsration B 1s then applled %o
that result, and then C is applled to give the Final answer.

‘How substitution alpnabet 2, denoted by Ap, is known, and 1if
thie operators for ateps numher 2, 3 anrd 4 in the Tive stens
‘a2re deterained, -sn operator equnticn can be written down Tor
Apze. The operator for step 3 ila easlly detsrmined. Indeed, it
was assumed that there was no turn for sny of ithe inside en-
eizhering elements between alphedets 1, 2, and 3. This sgsump-
tion was verified, since s consistent composiie menu was bullt
up for these three alphabets, Indeed, it nasg been siwwn that
the same thirteen relirings or links woere used for alphabets 1,
2, 3 and L4 3ince all four menus were gsssimilated into a com- .
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rosite menu. Thus Ky 13 the operator for step 3 for alphabets
1, 2, 3 and 4. ' ‘ '

To detormine the sffeat of the fast wheel at vosition 2, 1t is
convanlent to introdace another operator, the Csesar substibu-
tion operator. Laeb C be operstlon which carries = into b, b
into ¢, =te. ‘Then, due to the moveoment of the Cast whsel
through one position, ths effeat of the fast wheel at position
2 is givon by

cw el

The rsader unfamillar with sroup thsory will undoubtedly de-~
sire to check tiais statement by actually tracing the path on
a naper wodel of an enlpgms mecline snd comraring with the
substlitutions involved above. At Lhe same Lime, 1t would be
wall Lo chwck the gtatement that .

g w g2

zives Ghe substizution from one side of the fast wheel to tha

other side when the wheel is iwo-poslitions aheed of the bssle
nogition for which Ty s the operator. In tle reverse dirsc-
tion, the operators will be Ltue invsrses of tiese just deter-
ained. me to a gsneral Cheorem

(aBc)~t = c™ig=ia~t

‘80 that the cparators for siep 4 are sasily detsrmined from
those in step #2.

cgllaeting all of this informstion {and drawing on our intui-
tion Ter détalls stated but not proved sand used dbut uob stated),
nere resulis the followling equatlions for the first four en-
ciznering alphabots

Ay = 8 WEgy wolg-l

A2 = 8 ¢ wre-l gy G *fr'l ‘f'l g=1
A3 = S CRwelER c-2 g~1
A, = sc3§s'c"3nlc3w1"-3s1

A 8imilar gset, but with a different roflector combination and
hence a differsnt opsrator symbol, say Rz, holds for Apy, Azd,
- & 20and A3Q.

Az7 = 8 ¥ Raw~l g1 "
Azg = S C% C"lzﬁz ¢ t;-,:-l i—-l ~1 L
Apg = § C% W o“% Ep e o2 g=
&33 = 3 CB -3 h"’ 3 'W"'l r\-3 S-l

Also, other equations hold for Asj, A bs Ags; und As4, and for
A79, Ago, 4£81, and Agg, with othed reflectol 5rerators Ry and Kj.
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3.2 Theoreticsl Recovery of the Stecker or 5 Overator. Those
zilted with a considersble smount of insight can determine
that the known subatitulions Ay, Ap, A3, &4, A27, A28, 429,

g

A39, = = - snd C are sufficlent o detérmine 3 and W. Th
‘yarious matiematicel steps will be traced out, hwwever, since
the gasucl resder can probably use asssistance in this matier.
Low

a2 =g cromln pwlglg-l
=5 ¢ woml (w-& 8=l g w} ry (v-Ygvis %) ¢ wic-lg-d
=soweotelagl(gwr vwlsl)syewloilsgd

wowann

Ca

n grouping the terms slightly gifferanily,
v w g=1 w1l a~ (4) 8 W C W P
(s w e wlo-la-l)=

(ag) {8 we wl -1 371

Kathematically speaking, Ap is the transform of Ay by 8 ¥ ¢ w3t
c=1 5=l "and Ay 1s the transform of Ap by 5 ¢ ¥ ¢=lw-lg=l=
(s w ¢ wic-lg=l)=l. Likewise
a3 = (5 ¢ w ¢~leBrlem2s-1y-1 (ap) (s ¢ w o~lcfwlgm3sml)
and '
A, = (5 2w c~2c3w~1c=33~1)-1 (a3) (s o2 ¢~2c3w—lc3g-1)

g have, therafore a sequence of equations snd corresponding
giatemantal

-t

Az i3 the transform of A1 by S ¥ ¢ w-lg-lg-1
A3 1s the transform of Ap by S'C ¥ g=lgRwu~1lg-25-1
“Aj is the transform of A3 by $ CR% ¢~2¢du-lg-3s-1

= wE

L 0

A2g is the transform of Ay by 3 W O w=lg-ig=-1

Apg is the transform of Azg by 3 C_W C-lc2w-lc-2g-1

A30 1s the transform of Azg by & c2w c-2¢lw-ig—3g-1
atc.

€5}

Hote: The writing of c~1c2 inatesd of Cl is a whim of the
#riter. Please hunor im to this extent. '

Now introduce some simplifying notation.

- s w o w=le-lg~l
e T 25 G5 o-lerlc2sl
- o o=203w=lg-3g~1
T3 = 8 %% ¢™3¢twlcTig
so that - Az =TI a M
MIii 2
AL, = T3™ A3 T3
oA R
29 " 2‘1 28 ma’.
Azp = T3™ A9 13

phe.
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Mow the sinagls squation o

o = TYt Ay Ty
where Ap and iy are known 1s not suffloient to determine T
unliguely. TIndeed, where Ay and fp eonsists cf 13 pairs of

»

gubstituticns, ule number of ~ogsible velues of T3 is givon by
2611 = 253 131
an extremoly large mumber of golutlons.

dowever, Ty must alge be & solution of oller equations, indaed

4

i = Til Ay Ty
;’128: J.‘l

=1 .
.t’-27 Tl
T

Asy= T1 A53T)
| Ago™ T1* Aqg9Ty
with #ll of these restrictions on Ty, iln gepersl only one value

of Ty 1a possible, tast is a unique solution to the four equa-
tions above is obtalnable.

Agsuming unicue Tecovery of ths T's, we cun progeed Lo the next
sten. e may write

3 ¢ w gmlcy-ic-2g-1

T2 = Y
=35 037l (s wo W -Ig-1y 5 o-lg=-1
= (s ¢ g~ 1 (3 c~ls-1)
= (g a'lﬁ-lj-i T (3 ¢~is~l)
Ty =5 C a=1 {3 ¢ W o-lo2w-ig-25-1) 3 o-ig-1
= (5 ﬂ-l;.';-;.)-l o {5 g—.-lg—l)

Thus Tz is the seme transform of Tq that T3 is of Tp. Now the
aumber of scliutions of

Ty = (s otlsmhy~l 7y (5 cmletl)

wnere Ty asnd Tp are known depends oo tho structure of the sub-
stitutions Ty and Ta. _

2ut ir (5 ¢"1s1l) £3 required to also be a solution of
75 = (3 07l871)"L 2p (5 o787

titere mey be only one common solublon to both sets of solu-
tioms, or & unique solutlion for (3 ¢-1s~1), An added restric-
tion on (8 ¢-is-l) i3 the fact that ke substijution cyele tor
vhis operator {walich is a transfomm of oy 3-1) pust have the
sme type of substitubion cycle as ¢. IHow C has a Rb-cycle,
henes (3 0'18‘1} must slso have & 2b-cycle. I tuese two
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squations and the restriction to a 2b-cyels ars noi atrong
encuzh to limit our possible solutions of (8 c-1s=1) to only
one sslu»ior wg would then zdd other eguations involw;n% ad -
ﬂjh E “'s and thus still rfurther Limist the Troedom in

(3 ¢~ “"

3,3 Actusl Ceoovery of the Stecker Operstor S, As a Tesuls
of nlaclng mepua 1, 2, 3 ard 4 OR Lthe comDihed menu ahset, the
followinz is o"ornﬁfsgs wore aatablished,

Menu #1 ivrxhothacgudswyeupl jkfrnzn
Menu §2 beqjprisgnzrntxvnlwohcuydk
Wenu #3 rafnelkavauxhposyd Jbwagzict
Manu #h gujhscoeyaxbagkyirntvldwon

Tunis tabular arrangement iz to bs Interoreted as follors. i
in menu #1 occupies the game position es b in wmepu #2, r in
menu A3 and g in menu #4. (TFemember how alphebuats letters aras
writtenr gs nmsll letters to avoid confusion with vhe capltal
letters 2ezrﬁtehtinv orarations). fience the operator Ty whieh
trangforms &y Into dAp is of the nature

iTy = b, v2y = 8, Ty = q, ~--— ebc.

4 more convenient way of representing the aperatlon 7T is &0
writs out

T3 (ivat) (myve) {(lofu) {rq) {wxjhp) (gzdnkca)

with the understanding that 1Ty = b, Ty =3, vy = ¢t and
tTy = i, a7y = y, ete. Thus T3 Is gesn Lo conslsy of three
four~cyeles and one two, one I'lve, and cune seven-cycle. The
eyele structure for T, Tz, and T3 cun be wriltlen down as
follows: :

™ (ihst; (uyve) (1ofu) {rq) {wxjhp) (gzdnkca)
T {rxob) {(jnhw) (vsag) (uz) {qflde} {ktpemyi)
T; (rgzd) (yiwv) (lepq) {ko) {xbtmu) {aesfjnh)

. To connect up this nathematical discussion with the practical
agpects of the work, we started wilth incomplete alphabetlic
substitutions

A1, A‘g?, 1“;53, A7g, ~  in menu }}3‘1
Az, 28: 5&. A80O s in menu #2
A3, 4y, Ass, Ag iz menu #3
Ajs A30, 456, 82, in menu #h

and combined these Into one composite menn. IXn other worda,
we solved the taree sets of equations: : '

Ll o
%a-“
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Ag = “E%Al Ty .Ag = Tﬁiﬁz Ta A, =T %A3 T3
A28 = Tl A27T1 429 = T9y428T2 430 = T37429T3
A5l = T _1_,53:;1 As5 = TayA5,T2 Asg = 3745515
Agp = TiAgTy 281 F Pg AggTe Agze = 13748173

If we had nhad only one equation lo each sct, unique solutlions
would have been imposslible. TIf we led had only two equations
Ln asgh set and full recoveries for sll mnciyheriﬁ& alphabsia,
there mlght have been umlque solutlons for 7y, Tp, und T,
sbﬁud;lj, cf’ course, we solved Lke 3;stem ebove with only wwo
setas of four equutionq, and found Ty asud Tp. But to procesd
from the equatlion,

Ty = (s ¢~is=1)=1 7y (5 c~g-1)

to the solution of 3 €~15~1 we neve geen that we can not ax-
vect a unique solution. &So we have gone back and added a fourth
monu and enother equation

; Ty = (8 ¢c~ig=l)-l 1, (s c-iz-l)

to our working stock.

Indee gsing only cne of the _above sguations to solive for
{? g=dg- ! there are {31) * 4o - = 5 = 7 golutiona. Fortun-
ately, these two sets of (3!) ° 47 = 2 * 5 7 =zolutions con-
t?in on y one soliution In oommon, hence o unigque solution for
T~regulis,.

How if T,, i3 a transform of Ty, then a two eycle In T2 nmust
be palre "#ith 8 two eycles In Ti. Stert with the letter r in
T1. If we mateh r In Ty with u in Tp, then we nust also de
able to mateh r in Tz with u in T3. But r in T oecurs in a
four-cycle, and u in T3 occurs in' s [ive-eycle, Hence r-in T3
eannod be matehed to u in Ty, and must be matched to z In To.
- Hots thaet r in T, can be matehed with @ In T3, since botln these
letters occeur in four-gyclea. If the pairings of r in T2 wiih
% in T3 ia establlished, the pairigs x and 4, © spnd r znd b oand

. g are also esbablisihed. By continuing this procedurs, the

following cycle strusiure for (5 c=1a-l) can be built up:
(e jennpfzdtsvyvwlbgiayhqueorrzk)
'?nara are 26 possibls values of S in the salution of
| p=gcdagl

where P is the above recovered operation whose ¢ycle structure
‘4{s the given 26-oycle, and whers g~ is the substitution a->g,
b—>a, a—%>b ---gte, whioh 1s a#lso & 26-cycle. One value of
S is the subs 1Gitution wilch takes k into &, 2 into b, r into o,
e GO Another value of S 15 the subsbitution wnich

takas 2 intc 8, I into b, © into ¢, u into d, a inu;'




-2

atec. Thus the 26 values of 8 correspond to the 26 points at
wilch the zbove sequence cun be natehed against Lihe reversed
norrmsl slphabet. These 26 values of § cannot bo roduced
Mrtoer witaout uwdditl el iepformation.  Indeed, Lils L3 one
of vhe ambipultiss resulting from crypnanalynic recoveEly .

fincovery of the Fast YWheel Wirinaz., If any oue of the
roguible substitutions & be used, the wirlug of the fast
mileel cun be recovered Troa tic equation

hal
I

- Y -t‘.;r (q u-q-'l}'c'-ls-l

Ty =8
aince Ty and C mre. known. Indaed,
wertweglmse

For convenlence, choose one operstional substitutlion H, the
substitution which teakes k into a, = into b, r into e, --«alc,.

Let 8, Tq, and € be rerresented plotorially as shown below:

sbecdefaghijklmnoparstnywxys
Vi Ty iy

= ilxrztkxglya m W vld uf ¢pgeonshb
'+

Ty gsasaaonuzpbheoyklwrghd ilexjv
b

c cdelfl hijJiklmanopgqrsestsuvywxyza

3

&
G

Henoeo 3“1.T1 can be built up from sguastions.cuch as

a3"lms ¢ = (k) 418C =(e)SC = (@®X ¢ = (¥
Ih .4 1 S r '

to zlve
abge
sl )

¥ritten in the form of a cycle, thore resulis

%

w oo wd {ayh p rwilgkcegvibszximentfdu o)

The reader should verify that if ¥ i{s the substitution of the
fast wheel, the cycle for ¥ C W™ =1l i3 tne lef't hand BBGUSL0S
on the rast wheel in a paper striy mcdel. likewise tﬂa cycle
ror & ¢=ls~1 is the reversed incul sequence.
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Again, theve are 26 posgiblc starting voints for the placement
of the cvele Tor ¥ £ ¥4 under tiae rormal alphsbet,

Hotice Lhat tiere are two kinds of ambiguities in our speci-
fication for the wiring of the fast wheel. First, 1t waa
apecified that W was the wirlng in atfect for ine enclplerment
at positions 1, 27, 53 and 79. Tt would be just as logleal Go
taka positions 2, 28, 54 and B80. 7Thia choulce of a position
for ¥ amounts to s releltering of the Isst wiaeel. The secong
aﬁbi*uity Tas ults from the placement of the cycle for W ¢ ¥
and Lhis oreration is known as s twiat. T cne tiainks of &
wired %heel a twlst 1s a rotation of one side of the wheel
rslative to the otaer side, wiih the concept of elaatic wires
wileh will streteh Go or contract down to the new nosiilons.
In geperal, twists and relstierings ars ot remavable witiiout
additicnal inforﬂdticn.

Thore are other methods for recovering the wiring of the fast

~wheel, Poerners the following method will appeal to ths ex~

perimenter. & paper strip sodel should be al nand for this
approscil. Asswme one eonneetion, or ons wire. This smounis
to the assunpiion of plueing Lhe seguence Jor W € W™ under o
fixaed polnt on the normel alphabet seguance. &S:uwﬂ, for
exanyvla, a counectlon from A Lo A in wheal W. Then from A O
the oultrut 3ide we can work back to X on tas invut zeguence,
whep oo wheal is in yomition 1, Now in position 2, the con-
tact Toint A on bie output side must be connscted to the
lotter in menu #2 winith is isomorphle to X in menu #l. This
letter I8 0. 50 a connsction must be drawn which eonnects 4
on the outrut z3ide to the letier § on ths inpubt sequence while
the strip is in vosition 2. This preocedure csn be followed
‘through to give all the wiring specifications, or substitu-
tious, necessary for wnecl W.

L.2 General Nemarks,., Afber the stecker or inrut sequance

and uvhe fast wheel Iave been recoversd, we can proceed to

. other steps. ¥ilrss, rerhaps, would be Liae recovery of -tne
‘notehes on e fest wicel. The data ziven in this psper sug-

gests a nobeh butween rositvions 4 and 5, butl slnce other duta

ia lacking (slpiwmbets 6, 7, 8,~--ate.) we snall not recover
oie noteh pailiern.

To recover the wirlng of the middle whesl, cne procaedure

would be to romove the effect of the input sequence and ihe
fagt wheel. By grouninz those alpiasbets for which there s
been no wurn on the middle wheel, 1t should be ponsibla o
obtain neurly complete ualpaabets for this stare. ~lso, Lhe
innut sequence i3 now known, 30 that the group Lheory equnrntions
are simpler. This of course means that the roesovery of the
middle wheel is easlor to carry out., Due to lack of data, thisg
process will not be carried o¥t in this report. This progsss
involves a seurch for uz g W5+, muech the 3sme as Lhe previous




seurch for ¥ ¢ ¥~1, wiere ¥2 1s the substitution opsrator for
the middls wheel.

4As long as Lhere are moving slements witl seversl dlfferent
~onltions, the wiring can be recovered. Bubt Il the slow wisel
nnd the reflector do not zove, only ihelr combined affect can
be determined. For the reflector, the wiring must be resinro-
eal. Mo shis condlition cuts down greastly the number of pos-
3ible positions for plscing the reflector ssquance under &
normal alvhabet., Sincs recinrocity snd 1ts use in stin-nd*iag
some of the unsvwers has beepn menbioned, it mishit be noted that
in Some usaxes tle inpub Segusnce oper au¢on ¥ ois known o in-
volve bten reelprocul palirs and six fdeniity substitutions.

Ap i wals Informesbtiocn is available, 3 can generazlly be uniquely
deternined.

The reoovery of wiring from & depth can be a vary lnterestiing -

nroblem., Lat the raader surround n agelf wlth plesaant working
gondltions #nd vry it. K .

Wf 2Lt ssrord.
WWW
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‘be obtained.

OP=20-0-LA7 &0

26 February 1945.

Invastigation of Wired “"heel Machlnes

From time to time, ciphur machines of the wired whesel type
are avallable for study before there 18 any traffic for exploita-
tion, BSuch & case ocourred when the TIEPITZ machine was capbured
in France iu the summer of 1944. It seens advisable to get on
record a number of significant cryptenalytic and oryptographie
features of such machines, The ‘ollowing points should be obser-
ved In such cases.

1. liature of the machine keyboard. In some cases, the
letters on the keyboard servs as nwmbers also, and this
corregspondence slhiould be noted,

2. ‘Provision for a "stecker", and in particular the
ogeurrznce of the stecker in the eoryptanalytioc proce-
dure of sncliphering.

3. ¥iring of the input plate.

Lo Wiring diagruams of all wheels, noteh patLerns of
all wheels, position at the window when the notch allows
the kicking machanism Lo operate, wmovable rims, ete.

5. "Yype of reflector, l.e. pluggable, rotaﬁabla, ela,

6. HNature of the stepping meéhanism, il.0., metric or
enigna. '

7. Benoh mark levels, i.e. position on input plate
whieh corresponds physiocazlly to window level. The posi-
tion can be conveniently speciiizd by the letter on the
keybourd to wilech the input plate contact. is wired in
the absence of a stecker. 4iso, distingulshing marks
on wheels which can bs used as wheel bench marks.

If convenient, photographs should be taken of the complete
machine and of certaln component parts., This is psrticulsrly
desirable when the machine may not be immedlstely available for
inapection. _

On the other hand, if ome were turned loose in the snemy
eryptographic spaces but wlthout special equipment such as an
cumreter to trace out wiring circults, a different vrocsdure
must be sdopted. In that case 1t seens advisabls to use the
machine {0 gunerate a large number of c¢onsscuilve alphabets.
Trom these fhe cryptogrephic features of all moving parts can
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