BP’s Notes on the Enigma Uhr

by
Sir Stuart Milner-Barry et al.

Introduction

These notes describe Bletchley Park’s (BP) discovery of the Enigma Uhr, an
attachment for the German cipher machine Enigma. The notes have been found
among the reports that US Army Captain Walter J. Fried wrote while he was at BP on
liaison duty. The notes that are presented here are parts of the Fried Reports F-62, F-
64, and F-112. The first two pages have been written by Captain Fried while the others
have been compiled by the BP cryptographer Sir Stuart Milner-Barry. The last page is
signed M.A.C. This is most likely Malcolm Alfred ("Mac") Chamberlain, who was in the
Hut 6 Research Section from June 1943 to September 1944. The Hut 6 Research
Section would have handled the Enigma security enhancements, Enigma Uhr and
Umkehrwalze D (UKW D), that the Germans introduced during this period.

Source: Capt. Walter J. Fried Reports / SSA Liaison with GCCS,
RG 457, Entry A1 9032, Box 880, NR. 2612,
NARA, College Park, MD.
https://catalog.archives.gov/id/2809159

URL: https://cryptocellar.org/enigma/files/bp-enigma-uhr.pdf

Editor: Frode Weierud, Crypto Cellar Research
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Report #F 62
13 July 1944

SUBJECT: E Notes
TO : CO, SSA, War Dept.

1. Enclosed is Part III of Hut 6 report for week ending 8 July 1944.

2. Enclosed is document about the Red compromise, referred to under
caption General" in the foregoing report.

3. Enclosed are minutes of 17th meeting of UK D committee.

4, Enclcsed is Hand Duenna pamphlet referred to in paragraph 6.5
of the foregoing.
-]

5., UK D 7 (effective 11 July) is as follows:- A/D, B/0, C/T,

E/X, F/N, GAQ, H/V, I/, J/P, K/U, L/Z, M/S, R/Y.

6. The UK couplings set forth on the captured Red key referred
to in my GCCS 3216 are not the same as those recovered here but are,
of course equivalent. The fixed coupling which is not shown on the
key is J/Y. The lettering used on the actual UK D apparently proceeds
in a clockwise direction instead of counter~clockwise as had been assumed.
If a normal alphabet (omitting J and Y) is written out for the true values,
the English equkvalents can be found in a reversed standard alphabet (omitting
B and 0) placed below it with A against A, It is planned to continue using
English notation. The fixed coupling actually must connect points 13 apart
and its contact points must lie between M and N and between Z and A on the
true wheel. J and Y are simply 2 letters arbitrarily chosen for omission
from the sequence. b

7. A new device or procedure, which the Germans call "Enigma Uhr",
has just been adopted on some of the Air keys. It was discovered because
it is not yet in general use even on those keys which have started to employ -~
it. Some messages were observed which decoded to yield a number and then '
nothing but gibberish. Through a re-encodement (after an exchange of messages
which showed that one of the correspondents did not yet know the "Uhr'" pro-
cedure) it was determined that the plain text following the opening number
is first monoalphabetically enciphered with an alphabet which is usually non-
reciprocal, that the resultant text is next enciphered on the steckered
machine, and that the text produced by the machine is then monoalphabetically
deciphered with the same alphabet (or enciphered with its inverse), The
opening number seems to indicate the substitution alphabet to be used.
Indicators decipher normally. It seems unlikely that a hand substitution
process is employed. The effect could be obtained by changing the designa-
tions of both key-board letters and lights according to the same substitution
or by introducing an additional non-reciprocal stecker (which is the same
thing). With existing equipment it could not be produced by a mere change
of stecker because the alphabets are generally non-reciprocal. The 6 letters
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that are self-steckered in the key continue to be so, that is, they go

to themselves in the substitution alphabet. A better way of putting it

is to say that the substitution alphabet consists of onlyiof the 20 steckered
letters. This limitation certainly seems to indicate a mechanical or
electrical procedure and that the substitution is based in some way on the
key for the day, Efforts to find relations between the alphabets have
yielded results but have not yet lell to a satisfactory theory or a mechanical
explanation. A multi-part message has been read which uses Aiffered substi-
tutions for the 2 parts. Enclosed is a note of Mr. Milner-Barry's on the -
new precedure together with imstructions as to changes in routine., The pro-
cedure is too new to draw any conclusions as yet or to speculate on impli
catione, :

Wialter J. Fried

: : Capt. Signal Corps

Encl, - 3 pages
1 page
2 pages
I pages
3 pages
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A new device for making life more difficult has suddenly been intro-
duced by the Germans on some of the Western Front Air keys, particularly
Jaguar and Cricket, It is not yet very widespread; ebout one in seven
Jaguar messages seem to be affected, and fewer Cricket, We do not yet
know very much about, but what happens is that a message starts with a
number and then goes off into nonsense., We have broken into some of this
nonsense, and have proved that some substitution table is employed in con-
junction with the basic enigma key. The number with which thes message
sbarts off tells the Germans which particular substitution table is %o be
used; there seem to be at least forty of them every day, but may be more.
It is thought probable that, rather than perform the substitution by hand,
the Germans have some kind of gadget attached to their enigma machines,
which can be adjusted to the right pesition for each table and perform the
operation automatically,

We shall doubtless find out a lot more about this new development in

the course of the next few days. The amount of traffic involved so far

o will nol seriously diminish our output, nor should our chances of breaking
be much 1educed. If the bulk of any key or a complete key were to go over
to Enigma Uhr, it would be a major complication:. there is however noreason
at present to suppose that we could not cope with it fairly effectively,
although breaking and decoding would inevitable be slowed down, In the
meantime the first thing to do is to make routine arrangements for the
orderly handling of the problem, and these are cutlined in the attached note,
Alterations of procedure will be published as necessary, together with more
information as we acquire it,

P.S.1k-B
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Routine for deallng m.th mssages encoded with Enigma Uhr,

For the present the fo_a_'.l.owm‘, procedure has been agreed uponz-

1. The D.R., upon finding that'a mmssage beﬂ':.ns with a number and then
goes off into mnsense, w‘ll st :

a) ¥ark the message w:.th a "P",
b) Decode the rest of the message.

Note, It is important that this decoding should be done accurateliy, be—
cause this will be a great help for brealding purposes, Since what comes
out will be nonsense, there is no means of checking readily that the de-
coding has been done accurately,

2, "P" messages will be passed through in the ordinary way to the R.R.l.

tickoff girl. She, instead of writing "Dud", will write "P" against the

blist nwnber on the tick-off and pass the message through to the Duddery
@.D.eTs

3. The Duddery e.p.er will not e.p. the messages at this stage., She will
keep them in a tray which will be collected for further rezistration by
the Qwatch party.

L, "P" messages will be re~blisted by one or more R.,R.l. girls in the Qwatch.
There will be one "Plist", corresponding to each Blist. The Plist will con~
tain the original Blist number plus all Purther details given in the original
Blist., It w.r.ll also have on the extreme left against the registration

number the German number with which the decode starts off, This indicates
whieh particular substitution table is being used.

5. Also in the Qwatch will be a party (at present two per shift by day and
afternoon and one by night) who will be engaged in attempting to break the
various substitutions. This party will consist of cryptographic or iLR.
personnel, Since this unexpected development leaves us rather short of
skilled persomnel to deal both with our normal work and with the Enigma Uhr,.
it is important that the people who are not involved in the Enigma Uhr party
should concentrate upon normal routine breaking, which must not be allowed

to suffer, Captain Bundy will for the presenb be responslble for co-ordinating

the work of the Qwatch party.

6, Vhen the En:x.gma Uhr party breaks a substa.tut:.on l‘b will be possn.ble to
decode . any other messages on that key on the same day, e.g., supposing that
a Jaguar "pn message is broken, carrying the German nuumber 27, then any other

‘messages on the Jaguar Flist for that day carrying the number 27 can be de-

coded, These messczes can then be taken back by the R.R. girls to the D.R."
to be decoded. Having been decoded, they will be put through to the tick-off
girl who will put a tick against the original "P" e nury, to show that the
message is out. The message will then go through to be e,p'd by the Duddery
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and the Watch e.p.er in the ordinary wayo

7. It will be the respons:.b:_l:.ty of the Gwatch party t.o see ‘that the D.R.
are given the subst.itut.ion ey in an unambiguous form,

Enigma Uhr Reseazch,

It is necessary that in addition to the routine brea}a.ng of each
subskitution key by known methods (R.E's and Cribs) speclal resea.rch work
should be undertaken in order

a) to determine the most practical technique for breaking without eribs,:
b) to :mvestigate the relationship between the varlous substitution keye,
and to examine all other relevant evidence,

13

|

|

Arrangments will be made to free one cryptographer at least for this ; I
work, either from Watch or Research. "1
i

i

T.I.8.(1). Analysis and Records.

It is the responsibility of T.I.S.(1) to analyse the "P! uessages in
order to discover the distribution and use of the Enigma Uhr. These re-—
sults as they become available should be reported by T.I.S.(1) to the
Qwatch part,

P.S.1&B

Distribution:

= G’.Bo

Heads of Rooms, A _ . |
D.0. o i 3, =t o
Captain Fried. ERRA
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A short non~technlcal sccount of this eplsode ney be of gomw
intorest to the layman. & proper technl:azl paper is being propared
and will be avallsbles in due course to anybody who wuld 1ike o
go fupther into its Intricscles from & aci@ntﬁfie standpointe

The woest surprising featurs of thse siory is that this new
gadget - apart from the short-lived Unele Charlle end Uncle Tlek, -
the only slteration in the actusl inigms machine Introduced by
the eonemy durlng the whole courss of the war - wag Sprung on us
with no warning whatever. With the exooptlon of the change in
the indloating system brought in duyring MHay, 1940, this iz the
first cocasion on which we heve recolved no prior notlice of a
mpjor chasnge from source - though on several cocasione the warnings
have been either fragmentary or highly msdbiguonse The {irst we
knew of thls now horror was ths actusl roselpt of & wmumber of
moggages on July 10, which bogan with s numboer end thon wenbt aff
into nonsengo} together with 2 decode whish roferred to sortain
meszeges being encoded with "Inigus Uhr"; whatever that might b

It was clenr at onoe @) that the nonsense represonted s code
within o ¢ode, Ll.8¢ thet some rrocess of re-encipherwent had talon
vlags, and b) that a numdeyr of different oodes muad ba in nse,
the particulsr one appliosble te & zlven wgssage velng givan by
the mumber anccded &% the bagiminge, The first thing teo do was
to try and break into one or mowra of thoas nonsonse wogsagss and
goe what kind of a oode was Involved. )

This proved not to be very diffleulte It soon apparsd probe
gole Crom an examlnation of the decoded nonsenss that the substitue
tion whieh had been iumposed was not gumplaotss The Yusion Room
wore prompt in producing & resncodemant between & message which
ned besn snonded in plein enlpma and & version transoribed In
Inigwa Thr, and with the saslstence of this it was o relativel
C simple matter to Lreak into that pavticuler meszsuge and got ow
© the code reprssented by the number ai ths beginninge It was thon
cfeund, &35 would Do expsoted, that sny other mossuge currying the
sox9 number would decods on the sume sabsbibution, end slac that
th&lself-—atee'lwrea lptters in the fundswontal enigma key remained
unaltersd.

o far, 20 goode Ths rnext guestion wke whother ths subsble
tutlong wore performed Ly hand, accorddng Lo o goriss of tablag
whioh would be printed bLelorahand, and whilch might well be changed
avery day and possidly even be dilfferent for such sopirate enigaa
key: or whether the Jermans had Litbed some extra gedget o their
machines which would producs the smubutliubtions antomatlcallye

For s nunher of reasons the latter hypolhssls appsored far
tho more llkelye First, the name "Fnigas Uhe" In combinabtion with
thoe pumbers supzested some ldnd of clook face or dicdl, possibly
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with a hand or ol which ong ¢onld zob to the desired yaaitlcn.

. Seeondly, the leaving alone of the unatsclered letitera, btogsthex

wlth the fact thet only forty codes wors in use (the highest numbsy
soson waz thirty-nine) Indlcated pretty strongly that there whs sone
intrinsic connestion with ‘the ten palra of steckersd lubtorse
Thirdly, 1f the substitublona for encoding snd decoding hed to be

performsd by hend, 1t womld b9 an intelerable nulssnce for the

Jermen operators and wast serlouzly delay the handling of messagese

This sgain was not very difficult 4o prove or diasprove. If 1t
wes & hand procsss wlith arbitrary subatitutions based upon tables,
then ons could nob sxpact to find sny yoeletionship between one code
and another. This would have bsgn & sorlious matter, for it wonld
have mesnt trying to broak forty different tebles per ksy ner day
(assuming aiflevsnt codes for ecock key, and e different sdition
every day), with 1o hope of evor ahorisning the process, If ou the.
othey hand goms mechsnical device was responsibley one would axpect
to find sertalin relationships bebtween the vurlous codes. One might
hope, further, ia duo course Yo accurmulate mifliolent knowledpga of
these somnsctlions Ho bo ablo, given one oods or & numbir o ¢odos,
to deduce the ramsinder, Fioally, one xight bs oblse to wark oulb
what ¥ind of an sppavratus it would have te be £o praduce just these
poculiar patterns, and in dne courso Lo recongtruct and bulld feor
oursolves & modsl of the Enfysa Uhy Iisell,

It wus plain eftor o Yowry feow codeés hal beon brokan that thore
were, in fazi, various Kinds of peculiazyliy that would bo swocnted
for by & mechanlezl davies, The clacovary of the sxact natupe of
ths connaetione and thaly ypreelide giznificsnce, howevoy, was Jay
from vaing vagy. It wss an idoal problom Srow the oryptegraphent
polint of view, and must have besn faseinating &5 solve, It was also
sntertalning rox the spsetstor, since the outgome conld be awalted
without snxiety: Lor 1t was evident that, whatever tho cxgcet nsbhuys
of the new horror, and whother or ne the orypbographsrs uwould be able
to got completsly to the bottom of it, 1t wee not of n charactey o
thresten ug with disaster, or wlth saything mors serious then soute
ingonveniencae.

For about 42 hours, the Uwabsh, whers the oporailons weve bhelng
conductod, presented an appéarance raniniscent of & ruggser sorum,
or alternatively of an agsgenbly of choess masters ccnﬁuutin%_a pogt-
mopter alter an Inmportsnt gama, Host of the purticipantz (who
included o strong contingant from Fut ©) appesrsd o play non-stop
throughout the periocd, and several of them deserve en Intorrnational
eape, Aventually a completely satialfuctory solution was found, which
puts us in the happy positlion that wo have now to bresk only one of
the forty ocodes in order to deduce all the yest; and that, 2ll belng
well, 1t should not be too difficuld to Hudld and atiaeh to the
Dele machines msehanionl gontrivences wbioh will do just whet the
Cormans? dosges This will sove the necezsity, under which the Dellae
at present labour, of havins to nlug up o lorby sets ol stegker
boards evary day for oach key, 7This is bed snough for Jaguer only,
but would be intolerable if & large number of keys were Involved.
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: The only ey seriously affected iz Jaguwe, on which sboul halfl
the messages are sncoded with Enigea Uhre There 1s a little on
Crickel, and sven ¢ Red message combining Uncle 7 end Enigns Uhy
has been sesn, which geeme & gratultous compliocstlon. We nowknow

. on Jaguar exactly who has this toy and on whel messages 1t will beo

used, whieh 13 & gwont Sonvenionce for identificetion and brsakings
There 1s clesrly no resson why 1ts uze should not ho widely extended
to other weya, but it is alao mozt unlikely thst 1t 1s the kind of
gedpot that could be attanchod o the ordinary hand enligma. One may
expoct, therelfors, that the use of Anipma Uhr will be oconfinsd fo
main shoaticns poassersing bip elscbricel smeblnes. In-that case 1t
15 unlikely, though not impogsible, that s key would ygo compléetaly
ovar to ¥nigea Thrs

Finelly, tho effeot on the breaking posibions 2% vresent,
though a mamber of Jazuar eribs are mow encoded with inlgma Thyy,
there ars s mificlent rumber stlll encoded in the stralghtforward
way bto enahle ug o Lresk in the normel {vshion. IV 13, howaver,
quite poeaibls to bresk on the bdombe uelng oribe that heve Deon g«
enciprersd, The main dirference ig that eriba have %o be longer
and mexug atronszsr, snd that thers ig considerably wore Aiffloulty
asout completing the key fter the bomde has glvan the corroct a8top,
There iz alzo the raisance thet the unknown mambsy ¢roeded in fron
has to be sllowsd for, which mesng In effest allowing for a wahlword
of fpom threas (s.5e WO, agt, slf) to ten (oage oinasiocban) lettoras
Cowever, & orib »f the reguired length would hardly go through in
more then one or two positions, se this 1s not & serioue awdditional
eomplication, And recoverin: the wirings of Uncle D by Ywemna op
hand Dugnne 1g unaffscted, ¥ven, thypefors, 1f o ¥iole koy or 8ll
koys were to use fnigma Thr, we ought #illl o Lo ables o breck anay
of them on whioch reasonably long oribs wore availeble,

P L] 5 .H-}B.
I7th July, 1Udd.
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agl én@;gﬂ Seturdey, Movomber 4th, '44,

Thers 15 not much to &ld to the summary which I lesucd on Novomber
Side The SLir ssction took the turn of the month in its stride, and tle
thrse keys unbroken on the 3rd, Cedfly, Yak snd Deeotle are now gleo wall
in hend, In faet the gencral Alr poaition s for the moment so satlipe
factory that there 1s 1ittls call for detalled coument, The followling
arg & fow polints of latereut, .

The sbaorptlon of 0Ocelot, 2 quite unexpeched Llessing, strengthened
the erlb positlion on Cricket, snd, more important, on Jepucr, whers the
gnnoungenent that the Adbdulls Tar (Gafechbsverband lallensleben) was 1o
ugs Uhr had causod some consternatliont for last menth's Jagusr wasg
broken elmogt solidly on cribs from this unlt. ¥That exuctly hss happened
o Hallensleben 1s lar fram clear, A number of possibilitiss have bheen
digproved, end the btwoe most plausible hypotheses remelning sre a) that

o~ the key ir use is Cricket with both nele D and Tnigma Uhr and b) that

T3t 18 using some key of ltg own, with “nigme Thy and with or without
nels Dy YVnlesg wo can procover tre Cricket Uncle by gome other means
(gnd this soems urlikely, sincs 4t is not at all clear that U 1s in uce
unywnors else in the Cricket f£isld), the testing of the first hypotheeis
is wery Leborlous and fnvolvos uallin§ in lire Iréecborns The testing of
the first pert of the sscond hypothesls - & new key with Uhr snd Uncle
I = 33 In progress, though clmozt squally laborloug,séd

From our point of view Lily this month has talan tha ploece of
nowdrope The chisl content of fnowdrop lact month, and of Lily this,
was tho roports of 2 Reosce Unit, Fl23, Last month theas reports were
sant In the key of Luftgeu V, this month he has beon teold to uwse that of
TufEgen XIV and 1s doing so. It 18 not clsar why he doos not uase fed,
like other Hoces Units, The reosidusl gemulne Duftgeu traffic on elther
of the Iaftgaue 1p negliplble, so we have probably zald goodbys to
dnowdror for this monthe . : '

Daffodil elmmed us by producing e message which, In conjunction

M with a previous refersnoe, ssamed to suggest that the eneoding of calle
algns was coming into foirce on the 5the On clossr exumination calmer
counsels provelled, mid 1% wes thought much more liksly to refor ¢to a
local change of funkplan in tho area soncernade This ezplsnation
received conlirmation when the unit failed to appesr on ths Bth, pre=
sumably because of 2 ohenge of frequeney. There 1z also far 0o much
talk of Unele I on Daffodll, one subsoriber indeed enquiring somowhat
bitterly shy his collesgues ware not wing o, as he had in accordance
with Instructfons fitted up his machines w&kh 143 he was going back to
5 until further notice, Altogether Daflfodil continues to kesp us in a
highly nervous condition,

it 18 cloar; In faot, that a further wldespresd distribution both
of U and "nigme Uhr 1s taking place, but apperently 1t 1s not yet completi
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In the Ballktana, the chronic key muddle gtill poreists in Kovember,
Yek is using tvwo keye, one rnew one (sobuvelly introduced at the end of
Dctober) and the Septembor key in dey for day order (last month this
key wns used backwards)e This sults ua very well, Aas thore are alw
chanoes of reencodements betwesn the LCeptember key which 1s automatically
out end the new onase (ILater)s The Yak of thig month is now found to
baii pertisl repeat snd rehach of the Seoptenmber key, which is hetter
atill.

Gadfly 15 using & fine veristy of old keysi fortunstely the greet
bulk of traffio iz boing sent in the key which was intreduced sbout tha
middle of leat monthe & nov Yoy will reploes this one on the 17th
The odd traffic 1z chilefly =2 hesdachs to the Tuddery. :

Kosauito is now in very herlthy shopo, and thers seoms no reason
why, if bomba tilne is fyes snd more urment cnlls on cryptorrephors!?
time pormit, wo sheuld not meke a falrly clesn smnf of the missing
October dayds In this sector “rmine too (key of Pllegerikorps 1) is

M coming elong nilcely, though 1t dees not look like haling breakeble ss &
mattar of routines That lsaves us with Skunk (Flisgerkorps VIII),
which reesmerged last menth snd on whiich the Qwateh 4 now beginning to
cadt o threatening eyees Ttz sefost course would be to disappear ageine
Beetlo (Inftflotte &) gave a bit of troudble at the beginning of the
monthe Ttn stondserd end castiron c¢rib seid "Garae‘tskﬁ:mldlmg allos
gruon', which started t» go down and alaso to ¢rash. Fortunately the
Tiret word is culte long enouph to run in itg own right, &nd when this
wag done it was dlucoverad that "elleg gruen®™ had heen Yeplsced by "wie
gestern”™ in the same nuuber of lettorss After this pisce of trickery
had been expesed the other days omme tumbling outes

In the fecsndinavien wres the chiaf ‘eryptoprrspher keeps plupping
away &t the Cencral dey Iuftwafle InDasnemark, still with no luck. As
the invostigetion of eallsign encoding may shortly become s full time
occupation, 1% locks as though we shuoll have to ahenge the bowling: but
I hope he will take the Cenernl's wighket firet,

e Singe theso notes vwore written the mystery of the Abdulle fag
has besn solveds leither of the supggeatad hypotheses wap corrects A
third, whish had bLeen considersd but thonght loss likely, was that the
messages wore indesd Iln Jaguar and in Znigue Uhr, but that the use of
Uhr had besn indiceted not, za formerly, by a stralight enligme encods of
mumbers in the first two groups, but by sume hidden msans, so that the
TThr was switehed to its approprinte poesition bhefore the message bHephn,
This would be done easily enough, for instance, by variouns kinds of
Jigpery-pokery with the U.T¢0e.

To teat this hypothesls an Abdulle fag dud was taken and tried on
all 40 positions of the dial. /% pomition £8 1t decoded,; not howovey
beginning stralight sway, but aftor the first four lettors, Similar
magzages produced similar results, axd it was oleur that Iinstesd of one
coding the numbar af the boginning the Gormans were uzing some kind of
gubstitution cole, in walch the first four lstiers alwsys reprezented

one of the forty possible settings of the dials
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Whether tha motive of this device is to baffle us {on the grounds
that we might be resding the enigme.but bYe defeated by the disguised
use of the Uhr) or whisther 1t is an intsrual security device, it 1s
providential that they d1d not start off in this waye If we had not hed
wind of the Ulwr, we might well have been complotely defeated; for the
code, though simple encugh ence you Imew what to look for, has plenty
of varisty and ls not of the kind thaet would strike one In the eye; and
with the whole mepasge dud there would hove been nofhing to direct onels
particuler attention to the first four labttors. Az 1t !5, not for the
Tirst time, the engineer iz holst with his own petard; {for should we
row wish to run & orld encoded with Enigma Uhr we have no longer ¢
allow for o beginning anywhere from fthe fourth to the eleventh lstter,
but can start off eonfiderntly in the {ifth positlon. :

f-\

Ls an offset aprednst this, however, the D.he will not ve {uced with
the evkward riddle "when 1& & dud not & dudt" = whicoh they orn only asolve
by eompsring their fizet four letters sgsinst the table of posalble
substitutions. 'This will not matter very much as long as we know

(Dwrich mesengey are likely to be encoded with Uhr} 1f any messagzes were
1lisble to De, it would Do e great nulsencee It 18 some congolstion thad
the Germeng must bo in exactly the same positions

LRIY

In gonersl 1t eppears thot with such of the ifrmy keys - 2defe AlDGm
troas, Ipurrow, Wryneck,ivocet - as Loust oribs tle eribs have sufliocientl)
marksé cherscteriastics to be picked oub without the vne of callsipnae
Provided, therefore, thet interception end ldentifleation do not get ixmto
$00 much of & muddle it seema that the oryplographers should vs able teo
get on puech as vefore, Ll in certsin easses with considerebly srester
expenditure of bombe time, In ths c¢sss 'of Puffln, for instence, were
there any sppracieble volume of trafflie, it would be deslirabls to dlse-
bing:ish betwoen s Heerssgruppe ¢ (good for "lLates-atw-end") and OBW
(good for "Ceheim talla")s

Yo fer, st any rate, the stasbtlong have mede s warvellous Job of
) recognising their proups « not only Wels¥els, of whom we expected 1t,
but the Oversoss stations too, where it seesmed too much to hops fors
Thia meltes ono wonder whether the louding Alr gstations, in aplie of
thelr grovter size engd the wider fleld to he coverad, may not alter
he Inkilal shock be sble to meke a better job of doing without calls
than they now anbloipuige ‘

The sxmmy “etch last week broke five Faloon II (two of Novenber)
and three Yulecon I {(one of November)s, The Faleon II trafflc dlssppesred
at the end of the mounth, and though 1% haa resppeared to gsome extent
the reogulsr routine reports are ztill miseinge In the case of Faleon I,
it seems thet the loge-readsrs con usuelly give us the Xusnster callsipgn
correctly, md with thlg we should be adble te break at least occsiaional
dayase There la another possible line from an old Gannet crlb, sasily
recognised when 1t Soxose Zhore 1s negligidls traflfiec ard no prozgross
Yo reporh with other Westsrn front Army “oyse
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™ The eonfidencs of the aeryptogrsphers in the future of Llbatross way
fully Jusblfied, end ne fewer than nine days were broken. Sperrow, $0o,
hes pecoversd welle Jeven Spsrrow I and three Sparrow II wore brokens
Sparyow I is the important ey, dbut ls wore reedily broken irdirectly,
by reencodement yom ISparrow I,

Thoe Heasarch psrty had s thin weok, It there s no Indleatlon,
oxcopt in the case of Avoeat, thet proupects heve Jdeteriorateds The
Avocst corib, as we fesred 1t wmicht, has Inconbinently diseppearsds In
tho Salkang 1t lookas as though Vryneck I and TI sre remudng thely proper
functlons, Thisz keeng that Wrynock IT, the Stafl key, will hocoms Q4LLiw
oult and expensive ag&ine

The Tollce weys have not boon in ftheir umual foyme Quince haz hung
fire this month, and there ls somathing mystorious aboubt Srangse  The
lazt two daye decoded very little traffia, and 4t looks sz thourh some
¥ind of split may heve oegurred. Further drxives on twe Roulotte daya
awalt bombe time In ¥ashington which, now that the noral monthly hold-up
on faval keys hasg heer overasome mors gquickdy than ususl, shonld Tocoue

(Mroasonably frese Houlette II, which of course decodes on HKed, earned
unexpected fame by providing a orid that broke an obstinate Had duyse

Cf the peoullar levys, no more has been heerd from the Hockub fronte
Culverin, whloh doas pot encods i¢s callaipns, iz heslthys Blunderbussg
i3 not, thouzh much im Dbelng trled. I¥ iz nobt helped by unprodlcetable
calls, bub had shown sizsna of deterioration befors the fivat of NovemboPe
Browm hes friled Lo rmealks 1ts weekly brealkr; it roculres more thon one
mszsago to make & ©illl, Similardly Corncryske, pruned of ammch that wes
migeallad so, is found to be practically non=axistant; though siforts
have not hesn exhausgted te break the shedowy ramnants.  Finally Wusterd
after & long run of prosperibty hes fsllen on bed times sgaine The crlbs,
progunably sz & result of the repid developmente in the Balksns; have
disuppearady and 1% romelns t¢ ses whether anythin% ¢en bo done with the
Western Mustard, which wnfortunately is all on Uncle T

The Deliy oubput has fallon back slighily, acd last week was rather
under 2100. Letually they probably gobd through a grestor volume of worke
A new metlnd of recovering Usnkehrwalze wirings wlthout the upe of & oribh
198 besn dlscovarad, Dased upon the fixed E/% pairings This Iinvolves the
marufacturs of what sre known es grass gkisrts Dy tho Uelle, & laborious
procveding which van essily cost about 200 measapes por shift In decoding
tims, This woek thers has been rather e gpets of now Unelas (wlth
Fosquite 1/11 we soored our ecentury) and hance the D.Rs has been rather
handlcappades Tn gonspral it pays 2ll round to recaver Umkehrwalze wirlags
as gquickly as possible, but the presgsure on the D.Rs 1s falrly hoavy and
we mast be carsful to avold overburdening tham with extrancous works
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Avaeragn Noe of tles decodad in a day see 1814 1014
ﬁizhﬂﬁt L t! n t " 1] £ ewé 2091 2273
Lowest "V " " L L snn 1800 1697
Lveraope Yo, of D.Pep sttompted In a 4ay see i) 59
ﬂighﬁﬂt 4] 12 1] L w i 1 PPN 109 ;
Loweat W " *© - T ese ptad 42
lvorars Noe.of trics & Duds attempted In a day «ee 908 1070
Bigheat * ¥ " % ¥ T T T - 1408
il b oo

I.OWI"J& t 1 i 1] H i i i1 it o 905 3{3;0

DeReSe PIGITRER
o

U rerngs Yo, of telle decoded In a duy sve 208 224
Average Noe of tries & duda attampted In & ABY ee 176 200
P oS Ji=Re
r
O
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&) ERIGM CIN BUMBERING Mke IT

Llter the Cricket~-Jaguar-loelobl tangie hed heen sorted out on the
Lirst, we were sbill lal't with some unexplalned Judes on 3836,

The Nopnling Mrdlisge from & Jepfe Divislon cams oul on Jaguser, bui
the Zvening one and "Intentlons” wore dud (B end D). Shots were run on

these mousscpes as 7/3830 wlthoub success,

vhen fbdulls Lax was Jound on the 2nd, thls also nroved dud on
Crieket and Japguar, and while there wez atlll ths fsint posgsiblilily of
Cricket, Uncle T with Snigua Thr, Abdulls was thought to have e ey of
4 5
w& 0%"1’1«

Seversel cridbe wore Tum on B/I0774 {(ibdulla) end wher these siled, a
moassge was tried on »ll 40 poslitions of tho Wnlgus Uhr on Jeminr lat,
this Uhr heving bYrokan on e stralpbtlorwerd Hed messepes. Thils weas fried
in cgosu & new method ¢f indlesting H mumbers hed been usod, depending
on T/0 or soms other exterpnl mebhod,

Thle meseaze came cuf on nmumbsr 28 snd showed up four dummy lattors
at the beglining which obvicusly kad bLaen used to indicate the mmbher,
11 tne Lirst groups of Abdulla lst ware Jdeccdad end the firat four lotw
teres llsted,

¥rom repeata, 1t was cuvious that nuubers were pepresented by Dirroms,
The wsecond bLigrums were ell olose slphsbeitlcally eege 1J, TR, 2%, while
the Tirst vers mors agattered; a.f. DN, 7%, ‘The iden was then tried of
aplitting the slpnshat Inte faury parts for the Tirst bigrsm and ten parts
fox the seeond blpram.

A 1ittls Jecoding ghowed tual this vWes correcy, snd gava the
Sounderles of each division.

Thers ls no overlapping allowed and the final table is balow.
b 0 = Thr,

m lﬁt'

N oy o i,
V01T GUHIJALY

Slirurie
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TUVUAYE
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A1)l Pocms, lut Ce Capte Fried

Mot 0 i &
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