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HOME WATERS ENIGHMA

This traffic, called Heimiseh {or raore :ecenuly Hydra) by the
val enigma,

and is a member of the K-bock family. It is used by surface ships in

" the North Sea and Baltic, and by Arctic subs. The trezific has increased

to over 500 mesgsages a day. The Cffizier, called Cyster by the British,

has keys exactly similar to Limpet.

A diagram of the procedure followed in breaking a new day is given
on page 2 below, The banburism begins 25 soon as the messages start

‘coming in from the registration roocm, and continues well into \.‘1e next
day. Freeborn does not start sorting and tabulating until the day’s
traffic is 211 in, and his catalog starts coming in about 1700 of the next
day. The two Grundstellung alphabets are usually complete before 2400,
-and the menu is sent to the bombes shortly thereafter. The correct

- stop is usually found by 0400, and the rest is a matter of a few minutes,

A menu for the paired day has usually been prepared by that time, and
is out by say 0600, leaving six current hours on the paired day. A more
detailed description follows, of the determinaticn of the Grundstellung

. alphabets and the middle and end wheels, the material being drawn from
the day May 28.

The Dclphin messages are first separated out by K-booking, and

registration numbers assigned. The dummyismus percentage for each
. message is recorded on it, and the Roms Category (see below page 4)
(-;'in which it falls.,” Each message is entered on the Foss sheet, and a
"’»{';:Banbury sheet is punched up, with¢he dummy percentage and Roms
.f,:'Category recorded therecn, as well as the enciphered indicator trigram
(after bigramming, of course). A blue line is drawn on the Banbury
'sheet to indicate virtually certain plain text to the left thereof, as

! dummy messages always begin with plain {even if non-sensical) text
fof 30 to 60 letters before launching into a string of consonants,

Ajll p;».irs cf rh‘e:,sl.sages having their first two indicator letters the
same are compared at all positions from -25 to +25. The counts are

entered on one of 26 score sheets, namely the one lettered by the earlier
~of the third trigram letter. Thus the match WEE/WEP is entered on

. the E-sheet (Exhibit 1). WEE is 132 letters long, with the blue line

. drawn at 60, and 2 dummy percentage 65%. WEP has dumnrmy percentage

5%, and (this being so low) has no blue line; its length is 104,
E8-19
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o The upper line (opposite the letters WEE) gives the score at each

4 position as WEP is moved to the right, the overlap decreasing from 59
fto 35. The lower line (opposite WEF) gives the score at each position
;?-as WEE is moved to the right, the overlap remaining 60. The score is
' simply the number of coincidences, with a little x indicatiag a bigram.
‘Thus in the position WEE = WEP + 8 there are 7 coincidences including
2 bigram, while at WEP = WEE + 24 tnere are no coincidences, If the
dum:ny percentages are not foo bad, scores are made beyond the blue
'line as weil. For example, for RPO = EPE + 16, there are 2 coinci-
'denceb in an overlap of 45 up to the bilue line (on RPO), and 3 in the re-
mammg 51 cverlap. . ‘

; The banbury counts are evaluated from one of three double-entry
;;tables. In the row given by the number of coincidences and the column

. given by the overlap is found the value (expressed in half decibans) which
4is entered on the deciban sheet (Exhibit 2), In Table ] this value is

E“'ZO times the log of the ratio of the a postericri to the apriori odds that

: the line-up is correct The values in Table Z are recduced to aliow of

‘ a small probability ‘that one or both of ¢he messages be durnmy. Those
in Table 3 are still further reduced to aliow of a large such probability.
»Before entering the table, to the numbcr cf coincidences is added 1 for

‘h:.a b1gram, 2 for a trigram, and 4 for a tetragram.

: If scores are made only up to the blue line, Table 1 is used. If

j two scores are made Table 1 is used for the overlap before the blue
hne and Table 3 for the overlap after it. If the dummy percentages are
small on_both messages, the blue line (if any) is ignored and the scores
b evaluated from Table 2, The table or tables to be used, namely 1, 2,

R or 1/3 are found entered on Exhibit 1, The values are also found en-
‘Ftered there in comDarlsons of type 1/3, and these are added for entry

“on dec1ban sheet _"‘""‘

R

‘“: One sheet is macxe for each third indicator letter, and each pair is

fentered tw:ce.l Thus WEE/WEP is entered on both the E-sheet (Exhibit
2) and the P-sheet. On the E-sheet, the letter E is written down the

: center (0 column) In the x-column is entered the value of the score

_73 at which WE P = WEE + x ( positive to the right, negative to the left).

Thus the Vaiue contnbuted by this match to a spatial assumption E. .
'P(x=5)0orP....%.E(x=7)is found by putting E under E and read—

" ing off the value above P. The values of the same match on the P-sheet
are just the reversal of these, since + and - distance is reversed. Red
sceres are positive, black negative. Underlining means a trigram. A
note is made of especm ily good line-ups, e,g. those with a repeated tetra-

gram, . E 8-21
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fexf and the location in the mpwse.ge ﬁi ﬂ*e first letter of the trigram
means initial letter, 20! meansz 27th lette 318 meens letter in

sition 2 x 26 + 18 = "ce;-. 500 messages of average

'b ut 75,000 sueh cards? Thise are sorted (perhaps manually, as

ched up) into 26 ''foiders' according to the first letter of the indicat
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ga, 0 'the middle, Tht.s in Exhib & 3, t};e re: Jcated tetra LUIZ occurs
pos;tlon 6.05 of EUC and in position 2.14 of E"-ZV. Hence EUC is the
arlier of the two by the amount 6.05 = 2.14 = 3,17, or

EZV = EUC + 3.17

This means (if correct!) that V = C + 17 in the end-wheel alphabet, and
Z=U + br 4 in the middle-wheel alphabet, Iu the E.W, (end wheel)
tetra square V is entered in line C c¢olurmn 17, and C in line V column
26 -17 =9, The subscript E icg attached for reference purpoeses,
Slrmlarly on the M.W, Square, Z is entered in the U~row and 4-column
{the larger of the two alternatives); ornly one entry is made on the M. W,
Square.

; The matches with repeated tetras cre also entered on a large

. tetra sheet (Exhibit 5) for convenience in recording their values com-
puted by a2 method called ROMS ('Resources of Modern Science',) Each
message is classified into cne of 18 categories, designated by a Roman
numeral, to be used in step (1) in the following description of the Roms
table and its use, The values throughout, added or subtracted success~
_ively, are all in half decibans.

(1} The tetra in each of the two messages is evaluated according
to its posrhon in the message, and the category of the message. For
£ categones Vv, VI, c.nd XVI the values for the various positions are:

3 - E8 - 22

These are entered
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Vv | VI | XVH
1| 24 | 34 ! 30!
2 |-00 |-00 | =0
3014 | 8 | 4
4| 17 {20 } 17
s| 12 | 28 | 4
6 9 ..31 ! 1l
7] 16 |27 T 17
8% 17 | 20 1 16
91 13 | 33 | 11
0| 20 3 14
€t 22 {23 | 19
Y| 19 ! 20 ¢ 12

2) A triangﬁla ¥

table is enlered -

,!ig ft_o. durmmy pércentages, and

roughly 2 half
26 (ca g. 10 if
d 5.6). Not

(5) ‘Subtract for Hengt

fies e ne —tmm - b o

values arve added,
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. . UUW = UUB + 0.i4 Score:
TMWC= MWF+ 0.5 Score:
e D Dum'n}*
Category Length Percentage

XVI 96 35

v 108 5

VI 236 5

A% 104 65

E 8 -23
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Position

Of Tetra

27
4]
47
52
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0j

(10
(ﬁ)
(&)
(g)

of overlap, table gives approximately 15 for
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Poth of these matches being at 26, step {3} is omitted.

R ST Ot BT S e g s L

~ Step Exarmple {(a} Exarnple {b)
() UUW XVi 10-30: 14 MWC VIE 23
21' TUB V 4 22 MWF V £ : 22
3% - -
» Correction 36. .38 Correction {rone )
= (2) 5% = 35%: < s« w v -4 B 5% B5% s v o5 s i)
4 KL %5
£
R0 3 add'l repeats 9 13%add'l repeats .. 37

43 T2
L (5) QOverlap 94: wh Overlap 99: ~15
FINAL SCORE.. .. 29 FINAL SCORE.. . . 57

. Now 20 log 26 = 27 approximately, so that 27 should be subtracted from
£ these (division by the & priori probability cf 1/26), in order to find odds
- (in half decibane) that line-up is correct. Thus example (a) has slightly
' better than an even chance of being right, while (b) has odds cf about

" 30 to 1 of being right

Below are listed the outstanding matches found for the day's traffic.
A heptographic repeat or better is virtually certain to be right, though
some alicwance must always be made for a garbled indicator letter. A
hexagraphic repeat would be very good at 676, and since the one found is
£ at 26 we can likewise put it in the virtually certain class The one penta-
graphic repeat at 26 has the remarkable score of 17 5xx/1“_ that is,

two bigrams and 8 single letters repeated in addition to the pentagraph.
Of the four tetras at 26, the second and fourth are at least 30 to 1 shots
-by their Roms scores (57 and 65). Including the cribbed pair, we thus
get the foiiowxng virtually ceriain equations on the EW alphabet:

T = J49
O =P+

U=E+9

F =P +15

X = A+ 16\} No turnovier between
Q =C + 9; these intervals
C=F +5\ since comparisons
I=V+4!\ are at 26.

X =K 48

~

A

6 for trigram plus 7 singl
(o e ples singles) EB - 24
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The EW alphabet may be determined by these, except for six mizz-

“ing letters, by seritching (Exhibit 7A). However, for the purpose cf
- showing how {wo competing alphabets may be ''counted’ cn the deciban
. sheets, we shall pretend that the PNI/PNV mateh did not awist; without

it, ancther likely aiphzbet may be found. Of ccurse in praciice one

beging scritehing long beiore the list is complete, and moresver this
s

day's traific was unustGaliy Fick in repeats. Usuazliy it is necessary to
- use the less likely matches. With less traific {used tc be about 300 a
© day) or & double-notch end whee!l, it is rmuch more difficult.

).‘. =

) LIST OF QUTSTANDING MATCHES FOUND IN DOLFHIN 28 MAY
£

212 - gram: IQT =10 + 1.9

£ 9 - gram: HZO0=HTP+ 1.1

P

. Heptagrams: RIU= RPE+ 1. 9

ZGF=20P+ 3. 15

. ‘Hexagrarm: JAX = JAA +0.16 [at 26}

P '

“Pentagrams: Banburismus Score

MGQ = MGC
ALO = AV]

BX1L = BBE
BYNM = BEBE
DDN = DJE

HPK = HRW
IVvS =122

KKY = KDD
IL.VO = LRM
MEY = MWC +
. OOK = OSH +
ORT = ONP +
VSS = VKU
MIR = MIN +
EAC = EAJ +

9 {at 2¢) [T
4 6/60

25 14%/124
20

1

d.

8/176
8/72

23 7/43

10 8/62
6/69
2.6 10%/136
8 10%/129
5 12/184
1 not made
g

3

1

+ o+ o+ o+ A+

NN O~ H —~ NN~ NO—~D o
—
—

+

not made
impossible
s impossiple

L VS B I = TR = S o < JEC (o NS T - S U I (R

Bt |t et e e e

‘Tetragrams at 26: Banburismus Score Roms Score

B
g 29
Z5 ' 49

E 8 - 25
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57
MWGC = AMWFE + 0.5 -

;. LSH = L.8™ + 0. 4J
g mot rnade :
s
B
4. PN =< BPHY w0, G K
*
b. Two Teiragrams at
G o~
’t' l‘.\'e‘:;':}
L . . — , . o
g IAN = ICB + 1 i4 o BN 48
bt Z00
it
¢ Two Trigrams at 16:
AT
LRR = LEM + 0. 19 15 44
208
Cribbed
1635
Kax = FAK + 0. 5 St not raade
170

one of these was crilized by 2 re-encodernent, and by repeti-
ecinvoecals, enough letters were found in the other - at the

text conzisting largely of

(That ;5,
" tions amnd »
B distance 8 - tc fill it in cempleteiy with plain
" numerals )

In Exhibit 6A the intervals given by these ecustions (with I =V + 4
omit‘ced) are gwu& spacially, and the scritch sheet (Exhibit 74) is laid

5. out by sliding the first cf these along the alphabet, and recording those
not confiicting w;t.q reciprocity or the regquirement ha’ no letter be enci-’
phered by itzelf. The po ‘elble turmovers are marked in vertical red lines
(none couming between F and Q). Elever possible skeieton alphabets are
thus found, *emproca‘ values being entered. Five of these are eliminated
“ by the A - X - X relatioyp, #i0 on » the sole grounds thet no possible turn-
over is left. Two mere are eliminated by the E - U interval, and one by
_] - T, leaving three: #1, 2, and 6.

In #6 there are only two plazes where the A-K-X sequence may be
:"enterec A under V znd A under W. The latter puts K under E, hence E
~under K, hence U under T (by E - U}, hence T under U, when we find ]
gonflicting with X under L (by J - T}. Hence only A under W is possible,

~* Granting this one, the following tetra at 676 becomes virtually one

Cat 26:
)

o

s {16 (at 676)
80 ¥3 (at 26)
£ 8- 26
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TOHE Goetiag EhEas TP A0
12 - gzae e Py
9 - gra=n: Eu e
7 - gram i S anth yec

Pentagram. wg oo ey ves
Pentagrar: at <7C i rey” 47, B, 11} 2 yes' {#4.6}
& T 10 no
‘Tetragram: z. (¢ Dowes 1EZL 3, 4) 1 yes (#2}
! no i#1) 2 no (#1,3,4
Two tetrcs al &7« yes ¥es
Tetra at “virteally Z&" ve e

s
Two trigrams 2% 26 yes e
Cribbed pair yes wes

Recalling that we agreed to ignore one of ihe fotres at 26 (F4. we
might not regard | as conclusively better tiics [, Tco make if conclusive,
the two were countec ( on all 26 decibawn sheec:!, the results - with dup-
ed in Exhibit ©. The method is the same
d — 370 for Ii show (by
; ziive ocds of

licationg omitted - being enter
as for Exhibit 8 Tiho recuiis of + 146for i an
converting from hall-decibans back to odd:
10’ for and Il hac relative odds 1018 against.

C.ll..

t be divice

by the a priori odds (pretty coiossal) of an™ randics: alphabet being cor-
rect, but af least it shows that  ie 10 5 tirnes morse prebakbly than I

We have ihus found the end-whes
end-whee!l iz 3.
outstandwg maiches ar 676

alphabet, with the implied eguation

Proceeding now to t

12-gram
9-gram
Heptas

imnonn
O"R
— + +
o= »

Pentas

Two tetras

From the EW Tetra

ment with the EW aipghai:!
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i I. DRW = DIE + (. 16 Ro=i+)
2. DQM = DIE + 0. i3 G=1+1
i 3. ERN =EUC+4. 19 R=U:5
£ 4. JIF =JKJ + !.i8 I =¥+ 2
5. LMJ = LRM¢+ 1. 14 M =R+
6. JMG =]JBO +3. 3 M=B+3
i 7. NEF = NJO + 4. 14 E =P+2
8. LRR =LPY+1.2l R =P+ 2
B
E The first two are incorapatible, but #2 viclates the virtually certain
% Q =0+ 1, and hence we may discazd it. #1 and #8 together give-the
i pattern PIR, confirming the virtually certain I+ P + 1, and hence we
5& adopt them. The virtually certein intervals and this additonal R are
¢ entered on Exhibit 6B.  We use the pattern S0Q. | G to start the scrile
f‘ sheet. Observe thai no "'rv"“n.,- re allowed between any of the recor
o h ed intervals (assuming & nessi. Whern the further certain

patterns are applied, l:

: i pozzizilivies are immediately elimni =~
. nated, leaving line 2 (al :

7 {aiphabet IIj.

b PIR fits into I in =ix places {1}-13-20), but all go out except 4. 1%.

.- But here TZ will fit in enlv two places, both viniating B-X. Coasequently,

Il is correct but incemplete. TZ, 5%, and CA are still to be applied:.
Rather than eliminate step by stepr we may hazzrd sorne of the tetra in-
tervals. #! and #& have beern used, and #2 thrown out., #4 and #5 have

been confirmed and #6 denied. There remain #3 {R = U + G #7

(E =] +5). These are added ing.21, d drawing in TL.. B - X may be added
in two ways ( 11 22 and 24, and C - A in twc ways tc each of these. Thus
. four alphabets z2re possible, with wheel possibilities reduced te 2 or 5.

' It may be completed by burrowing into less likely rnatches. The ones

¢ used were

% (\:
K
&)
b

(g8

OUL = ONP + 0.21 U=N=+1i
OLP = OSH + 4.15 L=S+4
&) VSS = VRR + 1.16 S =R +2
VZO = VAX + 2.2 Z=A+2
VPG = VKU + 5.25 P=K+6§
TFH = TV] +0.14 F=V+!
WAK = WEP + 2.16 A=K +3
EEO = EXP + i.1 E=X +1
HYU = HGU + 2.0 Y =G +2

;.The two alphabets could be used to make up a menu for the bombe. But
E 8 - 29
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in order to avoid frequent "boxing stops'™, a double input on the main
chain is used, and this causes electrical difficulties.

/I»1] A. H Clifford,

Lt. USNR
. Station X, England
" June 8, 1943

E 3- 30



| | i 1 1 1 | 1 1 1 2 2 2 2 2 2
1 2 3 u g 6 | 3 2 O 1 2 3 u 36 7 3 3 0o 1 2 3 U3
!
3 1 2 1 i 2 | 2 2 3 2 2 0 3 2 0 1 0 2 2 2 1 1 0 2 60
WEE 132

59 58 57 56 55 5¥ 53 52 51 50 Mg Us x7 U6 A5 Mr 13 12 I U 39 32 37 36 3H

0 3 2 i 8X 3 1 X 3 2 2 0 2 0 1 0 3Xx 2 2 0 | 1 0 3 2
PJ uspgq,.
00}
1
EXHIBIT 2
EXTRACT EROH EECIBAU SHEET
(Encircled values arc positive. The rest arc negative)
2 0 2 2 2 1 1 1 i I 1 1 i 1 X
3 j+ 3 z 1 0 3 S | 6 3 u 3 2 1 O g3 2 1 6 3 jt 3 2 1 1 2
Vi1 & I p U 1 @ © (50 2 2 p 3 5 0 6 p 3 6 i (Do 1 HEH 2
WEV H I i 4 7 11 ® U @ Il 7 11 #* 11 .4 ¥ Ig 7 1 (D 7 U 1 ME_ 7.
i | | 1 1 | | 11 2 2 2 2 2
> T i 2 3 4 3 6 | S » 0 1 2 3 4 3 6 | S 2 0 1 2 3 4
PWP--i 4Eu 2 7 ¥ ® 2 2 ¥ 2 @ @) 2 2 6) u ) a o 2 ) ¢ 7 6 1
wep--i 11E_ j 3 7 6 3 6 3 3 © 2 2 S o 1 8 Uu b 1 - - 3 3 &6



EXHIBIT 3

EXTRACT FROM FREEBORN CATELOG

Regis. Indicator
Number Trigran
469 EUC
117 EZV

EXHIBIT 4
(Omitted)

EXHIBIT f
(Omitted;

EXHIBIT 6A

INTERVALS ON END VHSEL

EXHIBIT 6B

INTERVALS ON MDDLE "HEEL

on - -G
Z

I R
- - - L

om<Uu—H®

> X

E 8- 32
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TOP SECRET S& AM

EXHIBIT 7

SCRITCH SHEET FOR END THEEL

1l

RS1uVv2xYZ

|

z

ABCDEFGHI! j KLHNOPT

Out On

Q
0 ¢
PO

K

oo oW

(@48 (@]
rO>SE<NOS-XZSZ
ocxnmkEFX>NOI~X
O whFD>NWTI =X

O w o

F G
0

TINTR oo
LL oo
NOITI—-—=2Zun>=>N
T o O
L ¥ (@)
—A12ZxnXLon
o O
=>=20

AN NMILOLON~NODODO AN ™M
A+ I

~2§g§eggss

Lo
—

cc O

x o

oo o

[aEya

16
17

o-

20 #2

21

J
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TOP SECRET

EXHIBIT 7B

SCRITCH SHEET FOR MIDDLE «"HEEL

1
3

5/6

7
"FGHI JKLHNOP2Rs TUV

1

N 4

abode

Out On

o cC? et oW
OS RI
nMS xr__o I H
c O wn —_ 0 o)
O _oX z o a
< @ (O]
< co T <w=<<<3° o
%) a Dm -
CONIT—XchD> X>NO SYSXe) -
Qo0 cc <
o > LM.XYZOO -
oW X3 > X> ZABEEEEEESS s
O c — X 1> Xy _ _
NDAW——»Jdx>D X>NL<OOQ 000 « —
o x
[ — > _x
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TOP SECRET RIP 610

EXHIBIT 8
(Omitted)

EXHIBIT 9

COUNT OF THE T"0 ALTER'ATTVE ALPHABETS

FINAL SCORE: + U6
- 370

E 8 - 35



