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1« Thia report sill vs devoted to miscellaneous ob serva* 
tiona r waul tine from ctudicc of the permutation Fish machine of 
the latest type* 2hs problem of solving currant traffic soese 
completely hopeloss« ftith tbs addition of the auto-key element 
eliminated »hereas the only feasible method of solving messages 
enciphered vn ths machine described inkreport sF-4L seams to do 
through depths» As w&a saentlor.ed infieport D-4S the «rotor 
action Is smetluOa «witched off and thia gives rise to several 
possldls techniques «hlch aro described below# For ths cost 
part, however, ths problems rhich secas capable of solution ar© 
comparatively trivial. Ths fundamental difficulty of ths general 
problem arises from the fact that a crib doos not yield key# 
Sven with a crib of several thousand letter« there is no known 
method of deterniining wheel order and settings# In the dle- 
sussiov i&lch follows the sMdols and nomenclature ore those 
ordinarily used in Fish problems and those defined in Report 
$F-46# Th© only nsw symbol is L which wane s imply F ♦ £.#

L» The simplest outiaod of representing the relations de* 
tween k, 2, and Tria through a 32 x 32 x 33 cube« Hither F, 
? or £can de placed within the cudo end the other S elements 
deovLs ths co-ordinates# TCCould not be placed Inside because 
it la not, in most oases, uniquely determined by F, L and £.# 
Actually ths 7T co-ordinate need be only 30 clamant s long because 
/ and 2 produce identical permutations and so do T and £• For 
actual use the cube is cut by planes along any axis and repre* 
seated by 3L squares each 2L x 32» aha choice of «ode of 
representation depends on the problem under consideration» 
For the co-ordinates the teleprinter alphabet is most conven­
ient! j written in ths order sot forth below and ©paced &a 
indicated ,*-

/ L4SST AMILLWO VJNFWSrSL Q

As a result the body of the square is divided into blocks of 
1, b, 10, L3, 30 and 10V.

3» For reading la depth it hoc boon round, useful to prepare 
a rather extensive catalogue of the alphabets# A separat© page 
represent» each plain-cipher pair - actually only 312 page» are 
needed because of ocaplemntary relutionshlpo# On tbs top margin 
of tli© rage la ths cipher alphabet (arrayed as indicated in 
paragraph 8) and the left-hand margin of sash pax© shove, in the 
form of a digraph, ths 32 possible oombiuatlcns of ^.and 7?-keys 
which can yield the M relation which the page represents» The 
body of the peg® contains 3L row«, each of which shows, for the 
key at its left, the plain values corresponding to the cipher 
values in ths top margin# The columns of the page will inevitably 
contain many repeats and s plain text assumption in a second
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message does not» therefore* uniquely determine ths key* Ordin» 
urily ths key will bo determined fro» plain text In 4 or 5 
Q0S2LLSS* A unique determination from 2 messages is vary rare* 
Actually th» cataloruo is nothing acre than a sort of the 1084 
possible alphabets (really only VSO) arranged in 612 groups of 
2L* After assvsdng s plain text letter in one nsosa§o, the 
oryptsnalyst sslocts the appropriate catalogs pogo and soens 
the co luma under the either text letters of the other log» of 
ths depth* This shows the range of possible plain text letters 
in ths other mssaagss* Kia task is to find a group of acceptable 
plain values all of which appear in a single raw*.

4* The simplest conceivable problem that can arise with 
the outo-kay machine Is the do Semination of the Wheel order 
when all settings are known* If a crib la available this can 
readily be done* fey is derived beginning from the known setting* 
There are 10 key symbols at each position and they mat first 
be divided into L and Trend then assigned to their correct 
impulses* If at » given point the key contains only 1 cross* 
P contains none and 2 contains 1- wo can Identify a £_wheel 
and also determine the Impulse it controls* Instances where 
such definitive conclusions can be reached will be rare* Usually 
the evidence will sorely Halt the possibilities but by combin­
ing data solution can be achieved* There is no answer to the 
question es to how long a crib is needed because ths sone type 
of procedure can be used with no crib whatever* Clearly* the 
longer the crib* ths quicker ths solution*

S* Without a crib the problem is tedious and difficult* 
The best approach seems to be to select a section of key where 
there srs only 1 or 2 crosses (or» only 1 or L dots) in several 
positions in sequence or near sequence* An ideal stretch would 
consist of 3 successive positions in each of which ths ratio of 
dots «nd crosses Is 9 to 1 or 1 to 9 with the Ions element 
always in the osns position* ‘Shen only 10 assunpti onn need bo 
undo* Each of those will yield a tri graph and ths correct as* 
sumption will produce plain text* After 1 or S of the wheels 
have been identified* or after soss plain text has been found* 
the process is much simplified* However* the initial entry is 
most difficult and involves a treaendoua number of assumptions 
unless* by good fortune* a particularly favorable stretch of 
key is available* (But see paragraph 12)*

S* 8b ideas have boon developed as to solation of the 
general problem when the wheel order is known* Even with a 
crib of great length there seams to be no feasible method of 
dotösminlng the starting points of tbs wheels (but see paragraph 
S).

7* 2re limitations on the permuting possibilities of the 
machine säen to present a possible point of attack* In the 
square sot forth below* ths left-hand co-ordinates represent tbs 
positions of the ? (or rather the S) impulses* the top co-ordinate«
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ths positions of 12« 2 l.»xul»oa and the figure« within the square 
the number of ti ss out of 22 that each S position goos to each 
2 position» The figures ara obtained simply by enumerating the 
results of all permutations which ths machine can produce and 
by oonalderlng all it keys as equally likely«

12 2 4 2

1 9 9 2 4 8
2 3 B UO 0 
S 4 4 8 L0 
4 2 2 4 S IS 
v 99248

8« The fact that 
1, 2 or 3 LMl-LS it post 
which hare identical symbols in these 2^positions (l*e* | of 
the entire cipher text)» If we have & crib we can then derive 
e fragKMntary xfi* If there wore no motor action the fragment 
thus obtained * could be matched against each of the 10 wheel

S, position 2» must go to 2» position 
ible to derive L» fron those L lottow

patterns end a start made on detsr*Lining settings and wheel 
order« About 40 letters of crib (yielding about 10^» ahorse tore) 
would be sufficient to identify ana set the wheel« A similar 
process would next be used for L«» If we started with X«,wo 
could use only 1/V of the text instead of t, but with(and 
consequently &>) folly known« S3 («nd consequently£.<) 0an be
derived wherever «3 1« cross end Z 1« S, 2, 4. I, 0, A, K or ß 
and wherever Co is dot and 3 io the complement of any of the 
foregoing* This seems to be 8 ti«ss out of SS. as before» but 
is actually 8 out of 28 because there STS 4 values of 2 (/, 3, 
T and 0) that cannot be associated with a cross in S» (and 4 
that cannot be associated with a dot)» Therefore, ths same 
length crib should enable the identity and sotting of £« to be 
determined* < lthX o and X« identified and set* any other L 
impulse can bo derived In the scaw manner despite the absence 
of any absolute limitation with respect to the 2 positions at 
which Si* Sa and S3 con emerge» Actual enwssration shows that 
afterXand £3 are set» any other Lean bo deduced from 7/84
of the 2 values so the seme length of crib should suffice» Ths 
setting of the last L x wheels should bo progressively easier» 
The final step of identifying and sotting the ir wheels is simple* 
with P, 2 sad Loll known, coco of the elements of *P-oan be 
determined in nearly oil positions* ~iTis uniquely dotanainsblo 
from 2 and S in only 24 coses out of the 1024 out it aeons 
apparent that sufficient n symbols could bo derived so us to 
produce unique matches with the remaining wheal patterns« So 
calculations have been made but the procedurs seems simple* 
particularly since identification and settingjof any one of 
the 7r wheals leads to further derivation of // symbols*
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S. 1*110 troublo with the foregoing procedure 1« that it 
falle ooinplotely when the mehl no la teotorlsod. All that can 
rrow ba derived is a frarasontory portion of extended and it 
so sms aa though it would bo L virtual impossibility to natch 
thia against the «Lu)cl patterns. Conceivably with a very long 
crib sequence» such as .x«z or x*z. night anno ar vhioh» of 
course, would be unextended Ha» probability of obtaining 
euch s sequence at any point is the product of (a) the probabil­
ity of such a sequence appearing in s ^pattern * approximately 
1/8 * by actual onusayatlon slightly less - (b) the probability 
of 3 Bucoesaiva co tor crosses — approximately (3/4)* and 
(s) the probability of being able to derive 4 successive 
syrrbols - (^. Aris is about «OOMVS, It night also be 
possible to find fragments which could bo identified as re­
peating on a subsequent cycle« The extended period would 
average about 1/3 more than the unextended period ord it seevur 
barely possible that fragments might be slowly and laboriously 
pieced together* (The approximations (3/4)* and 1/3 aye based 
on the machine described in Ke port F?-4S whose wheels step 
forward about 3 times cut of 4« It is not known whether toe 
auto-key «loment changes this ratio.) With the wheel order 
known this procedure would ssom to be substantially easier 
but still too difficult to bo successful« If ^-g and £5 were 
both in the tetrad consisting of the 67» 69, 71 and 73 wheels 
and were consequently motorised identically, sama aid might be 
obtained by on independent derivation of z 3. If «X or X« in 
LA coincided with •• or xx inz-g it would establish that «• 
or xx is a true fragment of z g pattern. The chance of obtain­
ing such a relation at ary point is, however, only 3/1024« 
There are other possibilities of the same kind but all rather 
remote. If, for example, / and 6 appeared tn sequence in the 
cipher text (or //, 8/ or 88) 2 successive elements of 3 (and 
consequently of L-) could bo derived, on all 5 'levels. If both 
elements of* 2 ***** the saw «nd the 2 elements of sons other 
£ in the tetrad with^-g were different, ths^o fragment would 
be established as true pattern« (The discussion assuWSs that 
all inferences ore applied only to build up thez_o pattern, 
whereas many of the» mi At be need to develop the patterns of 
other wheels* However, £© is clearly ths most likely point of 
initial entry.) Thus far we have considered only deductions 
that can be mode with mathematical certainty, more are others 
which osn bo mode on a probability basis bit there neojca no way 
to combine probabilities at successive cycles and their use, 
therefore, introduces on additional clsAsnt of uncertainty. 
It is, perhaps dangerous to draw conclusions with respect to 
a technique that hae never been actually tried but with the 
motorized machine it seems almost hopeless to »st the wheels 
by this method even with a very long crib and with wheel order 
known. In an exceptional cose, which fortuitously yielded 
sore data than might normally be expected, success might be 
achieved« The foregoing discussion disregard» completely the 
problem of locating the crib srrS assumes that it can be cor­
rectly sat in the message«
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IO. A etatistioal method has boon developed for the 
motorlsos machine but it is completely Inapplicable when it 
is motorized« Its Vasia is plain language characteristics plus 
ths limitations on ths machine permutations. The method can 
bo used on single impulses or on pairs» X shall describe the 
method as applied to a pair of impulses« first« because plain 
text characteristics are wore pronounced when pairs of iqpulss» 
are considered and second« because it is slightly more involved* 
If the S whool theory is understood, its adaptation to a 1 wheel 
is simple whereas the converse wiZht not be true«

11« In the following dlsgrwa the left-hand marginal sym­
bols are S characters and the top margins arc L characters* 
The figures within the diagram show ths number of times out of 
32 that each S goes to each 2« It is clear that the outer 
left-hand margin must always go with the upper of the top 
margins end that the inner left-hand Largin is always associated 
with the lower of the top reargins« It will be noted that th# 
S x S portion of the diagram is identical with the square of 
paragraph 7«

Z

• / S 4 9 5 T A SDZIRLSHO
S V X + Q K U G P C B Y pun

Zg
Q V
4 X
9 ♦
3 Q
T K
A N

32 
9 
8 
4 
2 
0

9 2 4 8
8 2d0 0 
4 8 BO 
2(61!
9 2 4 8

J

8

r

€12 S 1

1

2 2 4 0
ä S G 4 2 S 1 2 € 14 2 4

V P 2 1 2 6 1 L 6 0 48
z c 4 2 4 B L 4 8 0 0 0
I E 0 8 4 0 8 4 0 8 0 0
R Y o 4 2 4 4 2 4 4 8 0
L F 8 6 1 2 S 1 2 2 4 0
A W 0 0 4 L 0 4 2 8 4 8
H J 4 2 S 1 2 € 14 2 4
0 V S 1 L 6 1 L 6 0 4 8

If we consider each entry as the numerator of a fraction whose 
denominator is 32 and if we assume that all TTkoys ere equally 
likely the diagram is a probability table« The figures in the 
rows opposite each S represent the a priori probabilities that 
it will go to the various 2’s Indicated; the figures In the 
column under each 2 represent the a posteriori probabilities 
that it derived from the various ö’s indicated» The last 
portion of this statement assumes that all fi’s ere equally 
likely which la true if either all P’s or all^- ’s are equally 
likely« i*e* S is random if cither of its constituents is
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random» ? is obviouoly not random but can bs considered 
random with a negligible error» (Uclthsr L^nor "Trio truly 
random bscause tbs whsol patterns sontLin a slight propon- 
dsrsncs of crossoL.) Oo.nssquontly the columns can bs sssumsd
to represent true inverse probabilities, v/e Mist next tabulate
the probability that a glvon L will correspond to a S ths sum
of whoso and Jth impulses is äst. This la dotsrsinsd by
adding together those entries in ths L columns where to, 1« 

result fördot «nd dividing by 22. Ths follc-wing ths the 
ij 9 45.

Cipher Prob, x 22

/ 8 22
EV LI
4 X LI
9 ♦ 26
3 Q 20
TK 8
A 1! 14
5 0 17
D ? IS
z c ■ s
IB 17
R Y IS
L P 9
H V 14
HI 5o
0 V IL

tfe now select the Lost favorable Z’s and make 1 
follows:- *

a tabulation a«

Z Ö4JJ Prob. *

/ 6 * 1
0 * . 96/32
TK x 24/32
ZC x 25/32
LP x 23/32
H x 22/32

•

The number of signs derived from these 12 values of L 's hl ch will 
agree with th© true will bs ths average of ths probabilities 
which is .781» If ?45 la dot 67% of th© time, ths number of 
signs which will agree with the true ^-45 is (»67 x .781) * 
k»SS x .LIS) M SV.o%. bn a Wssssgs of^OOO letters ws would 
actually use about 167V letters so that the bulge would bo 
about 178 or 801 The derivsd-L.. must bo compared with the 
full 2 wheel development of all possible pairs of patterns« 
The average development is sbeut 3600 and there are 45 pair« 
so about 169>000 trials «re necessary but ths so can be handled 
rapidly with 16 equipment or tsps scsrpsrstors. Actually 1« 
about enough so that mssssgss considerably shorter than 5000 
letters could be sot« After L Z-wheels are sot other pair« 
can be chosen involving one of the patterns already set so as
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to shorten tha ruas. Just as Ls dona in ordinary Tlih procedure. 
The deteialnation or the optimum nunbar or L lotter« to do used 
is quita simple but since It deponds on tdo distribution of 
prob obi lit ios for tho partlaulrr LJ it must do ss^-arately de- 
tsrminod for vsoh pair« For ij a 45 the optimum so loot ion 
svSLL to bs tho 12 lottors tabulated above. The dotoralnation 
of tho boot ij pair to start with depanda, of course, on plain 
language oharaoterlötlcö as well as on the probability distri­
bution, After ths 2-koy i3 completely dotoxralnod tho 7rkay 
should not ba difficult* Ono xaathod would, bo to try to road 
plain text on goneratrice3. In 1/16 of tho positions ths plain 
text is uns»biM0usly determined, in 5/1G it would have to be' 
found on a mxlcm o’" ß ganor a trices and in tbs remainder on a 
maximum of 10* The exact nuiaber of generatrices for each 
cipher letter can be found from the diagram at the beginning 
of this paragraph by counting the number of entries, other 
than zero, in ths column under it* Ths same diagram shows the 
probabilities to be assigned to ths respective generatrices. 
Identifying and setting tho ~ir wheels should bo possible after 
a abort stretch of plain language has been reconstructed*

12* Tho foregoing statistical method can be adapted to 
solve the problem of paragraph 5. Ne derive Oil signs for 
favorable cipher letters and compare ths results with ths tsv 
development, trying all 45 possible pairings. Ths illustrative 
figures of paragraph 11 will produce a bulge of Just under So­
on s message of 600 letters. This is ample since no sliding 
Is involved. Ths aubsequent steps require no elaboration.

IS* Another statistics! method of solving tho paragraph 
ß probier, acorns inferior but wilT be outlined because there 
may be other applications* All cipher letters corresponding to 
the same key or to a ooEplxnaontary key arc collected together 
producing 512 groups. In 10 of these groups tho key will have 
a 0 to 1 ratio of dots and creeses. Select ths group with the 
greatest number of members and make 10 assumptions as to tho 
^or i\ impulses corresponding to ths lone element. Bach 
assumption leads to a series of plain text letters and ths 
right one should yield a distribution corresponding to plain 
language, nlth a very long message it ril^it be possible to 
reach a solution fresa these 10 groups alone* But wo could, if 
nocaaaary, use ooms of the 45groupa with 8 to 2 ratios, either 
for original assumptions or to check tentative conclusions. 
Obviously it la necessary to oollsct cipher letters only In 
those groups vs arc planning to use.

14. Examination of tho wheel patterns set forth In asport 
rf-46 shows, curiously enough, that each of them starts with 
dot cross. Those arc known to be ths true starting points of 
th s wheels, that is, the points marked 0 and 1 (or possibly 
.1 and 2) on tlia actual vmchins. A theory as to ths reason 
for this peculiarity is that It facilitates testing ths machine. 
If all wheels arc act at 0 no Z_key is operative but all per­
muting alamanta &ro affective so that it is easy to toll.
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probably fron parallel plain-cipher Hatz«, whothei’ the psr- 
snxting seahaniem la Sectioning properly« *hen aU tbs «üiasla 
are set at 1 there is no powsatlng effect and o&eh plain letter 
mat ds converted into its coraplcnaent«

ILO The xeroislnr aoahnnim raentioned in paragraph 23» 
Report enableo the operator to return quickly to tho
point at «hieb, he started hl a novsage • not to th© true zero 
points or the wruoels# Preen usably he rniat turn th»» by hand to 
test his machine« The dangers of the aoroiclng device were 
apparently realised a long tine ago because in February 1943 
the operators were iaoved instructions («hioh worn rend in E 
traffic) forbidding them to use this 3*oohani®u
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