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SUBJECTS fish Kotes 
TO r CO, SSÅ, ’Sar Dept»

1» DLL 161 left sb in seas doubt so to Jost what was wanted and 
also as to the urgency of the request» I assured that a cabled reply 
was not expected because of the quantity sf data requested but suggest 
that in Che future requests of this nature indicate whether a reply Is 
wanted by cable or through & report sent via regular channels»

2» 1 also LLSUW that the inquiry WLO directed only at patterns 
used on link* «ploying tbs Pc lisitaticn and that you are not interested, 
for example, in stickleback patterns» The scope of your questions was 
puzzling not only to m bat also to Kaj» Tester and Kr» Slessan because 
the number of crosses in X, and/I patterns is always the nearest integer
(one side or the other) to half the period of the »heel (necessarily an 
even integer in the case of ZX). It is conceivable that there way have 
been an isolated instance or two in which this mis has been violated 
but no-one here rasesbers such a case and ths patterns have not been 
checked fron this viewpoint* It is difficult to mo how an occasional 
variation is this respect could bo of crypUn&lytic significance.

3» Lven as to the A Y patterns ths reason for the inquiry is not 
dear because ths average answer is dependent on the ember of dots in 
xyi and I hare been sending data on this' regularly in xy reports» 
Presumably, hose ver, you are interested in deviations froa the average so 
this information is set forth below» The people here aro curious as to 
whether you have in sind any techniques based on these deviations»

JXLLIFI3H
Uar» Apr» lay 2nd Lay Juns 

22 24 20 22 20

4» Obtaining the correct answers to the Questions on Tunny Conven­
tions" which Capt. Seaaan sent so as Annex G was rather difficult» Them 
appears to be considerable misapprehension 0x1 the subject in the sections 
thsKMlves and this accounts for the fast that the illustration given in 
Report /F 5 (L 3365) is not wholly correct» I believe, however, that 
th» following description is completely accurate» The Xs, Y s and notor all 
start at the first position. The notor is not «ritten above the column it 
is about to affect, as suggested in Annex G, but rather, as stated in Report ff 
? 5 (H 336S), the actor elenents determine »bother then's in the colxwn
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inwediately dslos shall change or not« vis«- &> x..x«.juxx.x« with .x»x.»x is 
written L. cad then the pattern is extended so that the

r .x • x •• x .
final picture io L. x**x««x«nux* • Ins first position of Lx is always 

f I -XXX. . »XX» • »XX
x anc^JLta second position is always ids SE> as Ls» There fora the sum of 
Z2 I Pr in the second position »ist be crass» larthe first position its 
si» is^lssatarial but by adopting the convention that the aus oust be dot 
we compel a cross in L. ra^rdless of the sign of kg» Thus it becomes 
unnecessary tcjuivo any other special ruins for the beginning of the 
ssssage. The X-, alga is j^tcroinod from the pattern, that is, if the I2 
pattern starts Lt Z» the Pattern starts at 4» If then elenehts 4 ana 
5 of Xo are say x» the firqt two aleaseota of Pe must bo (xxj The easiest 
way tc think of it is that 1® known and that the first two colxsaas 
most be given arbitrary Pc aynbols which «131 ccnbins with the Is to 
produce dot la the first oolum and cross in th» second. The third coham 
of T5 depends on Pc of the first letter of the actual kkj usage. .1th these 
convert ions nothing need be discarded sod acne of ths initial letter» of ths 
deciphered text will be incorrect»

5» June Brass was broken vary early in the month and is very favorable 
with 27 dots in ^37. The Jellyfish wheels also changed c» 1 June but efforts 
to break thea ly the usual statistical »stbods were unsuccessful. Hosever« they 
have Just been solved by the cribbing method hereinafter described» Brea» went 
off the air when Kcs» fell but reappoarod on 10 June» The n® station is near 
Florence.

6» Tins new Colossus rationed in Report »T 22 (H J»52) has been installed 
end is in operation. It is designated Colossus s 2» It had been prevised for 
1 Jure and was in partial operation cm that day although the engineers and 
maintenance psopls had to work the last nightuntil 0300 to carry out their 
eossdtacrit. Colossus F 3 is sxpsoted to be ready by 1 July» - more have been 
ordered. All subsequent to a 1 are of the ease typo and represent a substantial 
improvement over $ 1» The speed of operation is actually 5,COO per second» 
# 1 could theoretically attain this speed bit never achieved it» The new Bachins» 
have an extensive switchboard in addition to a plxt£board. They carry & great 
Lsmy Bore different patterns than the old and these can be switched in or cut 
with triggers» Furthermore« it is unnecessary to plug up A patterns because the 
Lashins itself can difference if required.

7» In Lsport ;F 36 (IL 3482) I mentioned the discovery of re-evsodvssnts in 
Fish traffic. A statistical method has been developed which is designed to locate 
these (and thus solve hitherto unbroken Jays) by sliding a long crib through a 
Eöosage» About Soo letters of crib are ordinarily needed» 'hen correctly set 
this yields a length of key -»re than sufficient for resolution into its coBponsdtc
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Tde method is apparently not applicable to relays because tbs relaying 
operator esdecs up a no« tsps and this «HI «ary la minor dotalls» notably 
punctuation« But if Berlin sends ths esse massage to both Los» and hurls 
the stuss tape «ill be weed on automatic t ranaadsaLon and ths too tests «ill be loti 
latter perfect« An occasional garble» even if on ths 5th ispulee» «ill not 
invalidate the procedure although as edited letter of course «111« The real 
riste is interruption of the tape with stretches of hand transwi.mi1.rai or "go* 
backs"» that is» repetitions of portions of «hat has already been transmitted. 
“Go-backs" la the crib can be found and corrected for but if the crib happens 
to be in a portion of the unknown cipher text which includes "hand" or "go- 
becks* it will not be poseibis to locate it« A possible aid to setting cribs 
is provided by the fact that where a trtnsKission includes several messages 
ths receipts» *faioh are sent in clear» state the exact tine at which each A
»stage was concluded. Correlation of them tines with ties of interception 
and with each other should sake it possible to determine approximately the 
portion of the sassage which contains ths crib* Easever, this information 
has not been used because ths Garnans sake sistskss and it is therefore not 
too reliable and because cnee the necessary yrt.l iwlnary work has been done 
it is almost as easy to try all possible settings.

Ü« Zn the description Eich follows I will assess that the I? * F5 
limitation is employed. The method could not be used without any Limitation 
but is fully applicable if only the Xj limitation is the
theory of this procedure we use the usual notation - a ■ preparation of 
crosses in Mp| b * proportion of crosses in Ay- and sasune that ah «■ 2« 
Let a* • pro-wtloa of orossa» in hg. Then, with X$ ’ p5 limitation» whisk 
is assvnad to produce equal nusbera of dots and crosses» 

a 1 - a « £(1 - **) ora*«2a —1
If PK 4 X» - X» the chance that - • is the sane as the chance that 
itn ar « » éa&aly 1 — a». Thsrsfom the ehanee thaMf i ss «. isa I 1 - a» A a»(l - b)Ta’b « 1 - 2ab42b - b
If Pc 4 X» « v» IL must be xand the chance that 4'M» x is b. Consequently 
the ZhansS Is b that ~

... + 
or that —

4r4+az2 + ?5
or that it ,,

AX2 4AP2 4?5 x Xj 4^X2 4 X
The left hand side of the last equation became s known whenplain and cipher 
tyxts are pmoarly juxtaposed« X? 4Ay. (ehich is.colled is unknown 
but it jajst be periodic, Therefore, Ji 4aP2 41% «shined with itself
st an Interval of JL should yield a high proportion of coinci dences (or 
dots) when the crib is correctly placed. The run is designated (KL- 4dPo 
4 Fc) Ari The proportion of dots expected is b2 4 (1 — o)2« for « crib 
of LÜ0 Letters with b » «65 this will give a ecore about 2j s above randocu 
This is not enough but we can also sake independent runs at intervals 62, 
93» etc.

i
9« It is not difficult to determine the LlodWL length of crib required»

If we use as intervals ail possible multiples of A the number of values 
available for comparison (that is, the aggregate of dots and oxoseas vhioh 
can be counted and, scored) with a crib of length S is
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(1) 31a (c -1)2 f cd «here B Is expressed aaJLs I d (d< JL)
Tha "bulge* is

(2) bz ♦ a. - w2 - j
90 that the expoctod excess of dots st N» right placement is th» product 
of (1) «ad (2)« la MS half th* square root of (1) so that if we 
dateraine «hat «cor« va sill require In tass» of cr it is easy to deterolre 
th» necessary length for a giren value of b (which is unknown and most be 
aatireted free past experience)« a fairly good appreodretion for (1) is 
L^/LL. If re rent a score of 5 a and assist that b * 2/3 re Art B • 360 
(using the apprexiaat inn) . ?

12. However, there are both theoretical ssd practical lisdxatIons* 
Ths theoretical limitation arises free ths fast that if, at a parti oil ar 
position re get a liigh random proportion of dots, say i 4 A » « « run at 
interval 31» then st other intervals mo will net s»t rendow ecores bub 
instead prepctrtions of (i 4 A )Z * (L — A)^ si» 2A • This XUotor cakes 
it necessary to require slightly hiOrsr relutivo scores lor runs rede sb 
several intervals than for runs &t interval JI only. Lererer, it is 
alaoat nagllglhlc« The practical limitation which is ECh wore important 
arises Ires the dlodnisring utility of ids rune at higher nail titles of 
31 and ths labor of reking tapes.

11. for ths ideal run m would sake «» tape containing 
th«n (ap_ 4 7c) a 42, 2tc, up to ths wftximffli available intervals. A spree 
would be ieft after tlio JI portion equal to the difference in length 
betreen ths cipher test and the crib äad the sass aaeunt of space after 
the & K2, 93, and succeeding portions. One additional space is left 
after the final ELock« The other tape contains (L^aJl« V&2) a 62- sts. 
vlih 00 spaces at all between the blocks. Zhen these two tapes «re run 
against each other single scores are produced using all available data. 
The extra «paoe at the end of the crib tape causes the tapes to stop 
against e&ch othor a al thus tries all Juxtapositions« Zjs&>ole rust be 
placed on the crib taps, Lt ths beginning sad end of each blank stretch, 
to stop the machine £rca counting L2d to start it agxln« Another vMxL, 
Liter ths final stretch, causes the scores to be recorded. It is apparent, 
however, that this method retires tresendcualy long tapas so that the first 
practical atapli flcatlca is to use only « few multiples of JI. Soswver 0 
such easier method which avoids the expenditure of a lot of prclindtaary tire 
inpftidng tapes is to use the double Lobinmrn sacfelre -ith 2L- tapas and 
* tapes. Z-can ba used Instead of d because the asehifie can do the 
differencing. Separate runs are then sade for intervals JI, 62, ete. and the 
high scores ccsKsred. This saves preparation tire but takes a little looser 
to check and evaluate results.

12. It would sees that location of cribs by this -sited could vary 
easily be accoa^Hsbad with IC eqoiprent. If equlprest la used ublch sill 
not record scores Ue osthsd described at the ba ginning of paragraph 11
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is probably ths best* Plats* present the usual drawbacks but with ths 
Mia machine ths testing woald be auch atme rapid than on the kobinsoa 
Ths preparatory work is, of course, substantial.

LA. The crib on «hich Jollyflßh «as broken by this aetbod was Aras 
2roLn and ras about 1600 letters loox. Loth lutsaagee ware £tom Berlin* 
The crib turned cut to base been fairly correct Lor about ten-thirds of 
its length but the balance km all wroog. Th« a»aro&e through -Klak it 
wss dragged ess about 2200 letters long so that approximately 60S positions 
had to be tried«

14« Enclosed is description, prepared by MJ* Tester’s section, 
dove?ring the rothod (rontloned in fieport a9 43) used to recover uhoal 
patterns Iron Stickleback koy. Apparently ths rotted is net os row as X 
had bean inferrod.

15. decs SturMvn type traffic of July 1943 has finally been read 
and as a result the s&chirö, as then used, has hero roconstructed. The 
liny re&l was Sxlibut. It consisted of practice ross&gps and is no longer 
passing traffic. It is believed that the Current porsuted Hah traf fid Is 
scot on the cess type of rochlna but tritt an rote-kay elemat added, Th* 
Halibut xachine has IS «ttoels Kith periods ranging fron 47 to 73. The 
patterns are fixed aal arc the saro &s shoals previously solved. Z of th* 
«heels act in a cca.blr.lng capacity (ths British can these subtractor 
wheels and desist* the key they produce by £.) and the other 5 set a* 
poreutsrs. The peraitation key is designated n • The cnclntarlng equation 
is written Z « tt (? ♦ £) which indicates that combination take* jxUoe 
before perawtatic®. In deciphering ths parnut ati or is ths first step and 
the equation is P « 7T ra L . Lash uhssl,csn act in any capacity so there 
are 101 wheel orders.

16. The porsutation consists cf L series of exchanges between adjacent 
ispulsa» (oooaiiared cyclically vv that 1 and 5 are adjacent). A dot in 
the penaitatioa hoy roans that the pomading factor is operative, a cross 
that it io inoperative. The first position of the ycwKtation hey repre­
sents an interchange bstrosn iapalses 1 and 5, the second between A and 4, 
tho third between 4 and 3, th* fburth betwsen 3 and 2 and the fifth between 
2 and 1« The order in which the permutations take place is significant 
and in enciphering they proceed In the left to right order of the key, i»o. 
•xxx. would causa 12345 to beccao 52341 after the first percutetien and 
25341 after th* second. In deciphering thu order is reversed vid this 1* 
th* rsssou for using the symbol7T.

17* The rost interesting feature of the nach ins 1* ths rotor action.
Kaoh vhe*1 is driven by two of ths other*. In order to avoid the possibility 
of the napkin, getting into L rut both dots and crosses act a* rotor impulses. 
Lhssl 1, for ejtaapl», slight bs driven by dots in D and «res*»» in C. Wheel- 
Either & dot in 2 er s cross in C will cross It to rove and it will foil to 
Lives«» only if there is a cross in 2 and a dot in C. Ths rotor action is 
controlled by a portion, of the pattern dif Aurant than ths portion operative
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Tor eocipternant, but thoro is a fixed relation. The operative roter elmM^i 
1» behind th« onclpharing elsasnt so interval rhich is the nearest intalar 
under 2/3 of th» wheel period (or ahead by an interval which is the nearest 
into^r above 1/3 of ths period) • In the can of ths 69 wheel the figure it 
exactly 46 (or 23)* If, for «ouqpLe, ths 47 wheel is at position S for en­
ciphering, its 24th position will central its effect as a »otar Adsol.

IL. The voter relations, which sees to be Invariant, are as follows:*

Udssl Driver, by
47 65 crosses, 67 dots
S3 47 crosses, 73 dots
59 47 dots, 53 crosses
61 53 dots, 59 dots
64 59 crosses. 61 crosses
65 61 dots, 64 crosses
67 64 dots, 65 dots
69 - -
71 • -
73 

Apparently the reason for having th» 4 lnr§ost wbeele driven by the ease 
Lstor is to insures a Einlar® key length of the product of their cycles. The 
Lachins rasst contain a switch with which the so tor action «.s bo throw: on 
or off bocLULS instrnses dsvs been observed v<herc the sotor is not used. In 
end: CLSSL orsh rLssl steps forward ons position far each lottor enciphered.

19. The dally variant seems to be the vheol -order and the sessaM 
variant is ths initial sattinZ of the 10 Creels. These are riven by QEP 
niMbore. It 22022, howror, that the settings ccrreispondin^ to a giver: 
OS? do not change daily, sod possible net ovyn neothly. Msasaaes of 9 
July and 3 lugnet with ths sans Ä"« have the so»« initial settings but 
since they ware practica «OSORM» this jsb/ not be too significant.

20. The whssl pattoms are as folione:*
*

47 a •. .xxxxx. • .x. axxx. ax. xxx. .xxx.xxxx. . acc 
»

53 ^SXJWK» • t™t • .X. KCT.Xt • . .XXXX. • ,T.XX'
»

59 »X»-t«mer-,,(tTytTt, Ter,*rxt

61 «XKXX. • twT «■Trr • tTt~rXY7XtTt ,y. tT~nrTY,r~rYt «,tt , * tTr,Yt, Ttyry 
«

^Asaoo. •. »X. Tenor. • x. xjueox. xx. .xxt. ..a.» ^ax^oaoax. • ax

65 «X.. tT, . .X.X« «yrty,,,trrrtYfrT\Tttt-y

67 .XXAA.XA....XXA..A.XA.XAAXA..XX.AAXKXX.A..X

69 U23K\. XmZ. A A • • A X. • • ASX AOUXXX • « A A .»X. ... XX. • . .XX. • «X 

71 «XXXX. .ZXXXXX. . A. AX. • XX.ZXXXX. •• ..XXX. ..XX. XXX. • . • AUXAXXX...« A 
7t - w. _^rCT_ (XU .w-.yt w w. w ■rwr
73 .XX. XXX. • »X. . XX. A .XXKli. .XXk. X.X.XXX» .XT. .XXX. XX. ... «XXX. • »XXXX.X. . . • . «X
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ADMY

Th» asterisks IsHcato ths respective actor «lassats tech oorraspc«! to 
ti» first enciphering eteanta. Tbs statessst about ths L- teel in 
paragraph 17 is maalngless because it nerer acts as a motor «heal.

21« Dre rechte «as broken through reading a depth (Z for part of 
its length, 4 for ths rereindar). A. depth of 4 «re» about ti» absolute 
aln Ims. Catalogues vare prepared to assist in reading. These show ths 
possible alphabets which result fre» any »«Mptioo of a plxdn-clpher 
pair of lottere. Another method tried tested »asks and teere» prob­
ability calculations. The pe ranting wrchante can produce only A) «t of 
ti» 12V possible psrentations. J2 seat possible but / and Z produce 
identical permutations and so do T and 2. 1 substantial a&ount of research 
is being done so this probte at the ssssot. Solution through depths 
cannot be relied on for the future because of the apparent introduction 
of the auto-key element. One probte being Mastered is a statistical 
auMtn« of di fNg between traffic and ordinary Fish traffic. 
Other special probte» such as solution where «heel order is Lsoon but 
settings unknown, or where settings are known and «heel order untere, 
are receiving consideration. Each of three can be subdivided depending 
on whether or not a depth is available. The possibiUtise of both 
statistical and cribbing methods are being studied.

22. - a to in enciphering *11
the necessary operations are exceptionally laborious. Sven the development 
of £_and TTkeys free a given wheel ordar and setting is very ate and 
tedious. So plans have yet bean «ad» to construct a «sohin». The actual 
sachte is believed to have a serotaing aaehante and la probably sisilar 
to a captured sachte (apparently of earlier design) which Li. Col. 
Kadett and 1 sasr on a recent trip to Knockholt. S» is planning to take 
sows photographs of this nodal* '

23. Cryptanalysis of traffic enciphered with this rechte ssvLS to 
present extraordinary difficulties and I tell try to tep abreast of 
all dsvolqpsste here.

24. Paragraph 4 is not ccuplcte because it doesn't consider ths 
situation share only the X? is used. Jn each cases the first
Lx position is still always cross but the fiosonri is dependent on jh» Xt 
the X-pattern starts at 5, X-> starts at 5 in the second «ten and & 
cooreStteal dot is put in the first eaten to cooxd a cross in Lx* This 
res the Leaning of ths red dot in Deport yP Z. Looked at tea the 
viewpoint of ths «achte, rather than tea the viewpoint of ths convcsttes 
used, here, w can generalise as to both types of liMtatte and say that 
Lx rest be cross in the first position and that from there on Lx re L» as 
affected by te limitation - but ti» Ttaitatte does oct operate until 
all darents comprising it have had an opportunity to becasa effective.

tel. — 1 page

•.alter J. Fried 
CapU 21MS1 Corps
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Th* success obtained free the method enunciated Ln the "History of 
Koreaher LAW« led us to try the following sethod on January STICKLEBACK«

t» erste out DI 5 on a width of JL and numbered the squares of our 
resulting reetangXo trmsr-

1 2 ).... .22 2312.. • . .S

Te then arMsd in this way»- If there is a cross is at the head 
of a colum then these is a probability b that any particular sign in the

alxdlarly, If there is a dot in X? at the head of a oaten, there is a 
probability b that it represents the rereree of the sign on the correspond 
character of AXz. tar suppore ws «spare ths tee oalxaos of tbs rectenglB 
uhloh are nuebsred 1,9,17 etc., then eash agreereot in sign bqtpocn ecarreej 
iss «obere «tree a factor ^2 1« Areor of tbs tw X2 character

agreements or disagreements) sod cestoids thsji 
thee} far if ear asresptlcn about the 
on the £ 
this ed 
about a

^arbitrary sad wo should boar In dnd 
I. In this way we corer the stole 
batted  J X«;, free which, of course,
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